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Summary

CVE CVE-2009-0698

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-23 15:30:00 UTC

Updated 2018-10-10 19:30:00 UTC

Description Integer overflow in the 4xm demuxer (demuxers/demux_4xm.c) in xine-lib 1.1.16.1 allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a 4X movie file with a large current_track value, a similar issue to CVE-2009-0385.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xine Xine-lib 1.1.16.1 All All All

Application Xine Xine-lib 1.1.16.1 All All All

References

Reference Source Link Tags

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:009 SUSE lists.opensuse.org

SecurityFocus BUGTRAQ www.securityfocus.com

Support / Security / Advisories / / MDVSA-2009:298 | Mandriva MANDRIVA www.mandriva.com

Support / Security / Advisories / / MDVSA-2009:299 | Mandriva MANDRIVA www.mandriva.com

SourceForge.net: xine - a free video player: Files CONFIRM sourceforge.net Patch

USN-746-1: xine-lib vulnerability | Ubuntu UBUNTU www.ubuntu.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Internal Error CONFIRM bugs.xine-project.org

www.trapkit.de/advisories/TKADV2009-004.txt MISC www.trapkit.de

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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