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Multiple integer overflows in LittleCMS (aka Icms or liblcms) before 1.18beta2, as used in Firefox 3.1beta, OpendDK, and G

Risk And Classification

1|

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Gimp
Gimp
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms
Littlecms

Littlecms

Product
Gimp
Gimp
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lcms
Lems
Lcms

Lcms

Version

All

All

1.07

1.08

1.11

1.12

1.13

1.14

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2009-0723/mitre
https://cve.report/CVE-2009-0723/nist
https://cve.report/CVE-2009-0723/cve_org
https://cve.report/CVE-2009-0723.pdf
http://cve.report/vendor/gimp
http://cve.report/software/gimp/gimp
http://cve.report/vendor/gimp
http://cve.report/software/gimp/gimp
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms

Application Littlecms Lcms 1.12 All
Application Littlecms Lems 1.13 All
Application Littlecms Lcms 1.14 All
Application Littlecms Lcms 1.15 All
Application Littlecms Lcms 1.16 All
Application Littlecms Lcms All All
Application Littlecms Little Cms All All
Application Mozilla Firefox 3.1 betal
Application Mozilla Firefox 3.1 betal
Application Sun Openjdk All All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

[SECURITY] Fedora 10 Update: Icms-1.18-0.1.beta2.fc10
Support / Security / Advisories / / MDVSA-2009:121 | Mandriva
Gentoo update for Icms - Secunia Advisories - Vulnerability Information - Secunia.com
Ubuntu update for lcms - Secunia.com

[SECURITY] Fedora 9 Update: java-1.6.0-openjdk-1.6.0.0-0.23.b09.fc9
USN-744-1: LittleCMS vulnerabilities | Ubuntu

The Slackware Linux Project: Slackware Security Advisories

Security Alerts - Secunia

Fedora update for lcms - Secunia.com

Slackware update for lcms - Secunia.com

Bug 487508 — CVE-2009-0723 LittleCms integer overflow

SUSE Update for Multiple Packages - Advisories - Community
SecurityFocus

[SECURITY] Fedora 9 Update: Icms-1.18-1.fc9

IBM X-Force Exchange

Red Hat update for lcms - Secunia.com

0oCERT.org - oCERT Advisories

[SECURITY] Fedora 9 Update: Icms-1.18-0.1.beta2.fc9

Fedora update for java-1.6.0-openjdk - Secunia.com

Debian update for openjdk-6 - Secunia.com

Little cms Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Debian -- Security Information -- DSA-1769-1 openjdk-6

Source

FEDORA

MANDRIVA

SECUNIA

SECUNIA

FEDORA

UBUNTU

SLACKWARE

SECUNIA

SECUNIA

SECUNIA

CONFIRM

SECUNIA

BUGTRAQ

FEDORA

XF

SECUNIA

MISC

FEDORA

SECUNIA

SECUNIA

SECUNIA

DEBIAN

Link

WWW.|
WWW.|
secun
secun
WWW.|
WWW.|
slackv
secun
secun
secun
bugzil
secun
WWW.
WWW.|
excha
secun
WWW.
WWW.|
secun
secun
secun

WWW.(


http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/lcms
http://cve.report/vendor/littlecms
http://cve.report/software/littlecms/little_cms
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/sun
http://cve.report/software/sun/openjdk
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00851.html
http://www.mandriva.com/security/advisories?name=MDVSA-2009:121
http://secunia.com/advisories/34782
http://secunia.com/advisories/34442
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00921.html
http://www.ubuntu.com/usn/USN-744-1
http://slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.487438
http://secunia.com/advisories/34632
http://secunia.com/advisories/34454
http://secunia.com/advisories/34463
https://bugzilla.redhat.com/show_bug.cgi?id=487508
http://secunia.com/advisories/34418
http://www.securityfocus.com/archive/1/502031/100/0/threaded
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00811.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/49326
http://secunia.com/advisories/34400
http://www.ocert.org/advisories/ocert-2009-003.html
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00799.html
http://secunia.com/advisories/34450
http://secunia.com/advisories/34675
http://secunia.com/advisories/34367
http://www.debian.org/security/2009/dsa-1769

UpenJuK Little cms Multiple Vulnerabllities - Secunia AdvIsories - Vulnerapllity Information - Secunia.com
Support / Security / Advisories / / MDVSA-2009:162 | Mandriva

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CESA-2009-003 - rev 2

Repository / Oval Repository

Little CMS Memory Leak and Multiple Memory Corruption Vulnerabilities

access.redhat.com

SecurityFocus

Support / Security / Advisories / / MDVSA-2009:137 | Mandriva

Security: LittleCMS vulnerabilities

Debian -- Security Information -- DSA-1745-1 Icms

Support

[SECURITY] Fedora 10 Update: lcms-1.18-1.fc10

Debian update for Icms - Secunia Advisories - Vulnerability Information - Secunia.com

Gentoo Linux Documentation -- LittleCMS: Multiple vulnerabilities

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:007

LittleCMS Integer Overflows and Input Validation Flaws Let Remote Users Execute Arbitrary Code - Security Tracker
[SECURITY] Fedora 9 Update: java-1.6.0-openjdk-1.6.0.0-0.21.b09.fc9

[SECURITY] Fedora 10 Update: java-1.6.0-openjdk-1.6.0.0-11.b14.fc10

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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