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Description The icmp_send function in net/ipv4/icmp.c in the Linux kernel before 2.6.25, when configured as a router with a REJECT ro

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.0 test1 All All
Operating System Linux Linux Kernel 2.6.0 test10 All All
Operating System Linux Linux Kernel 2.6.0 test11 All All
Operating System Linux Linux Kernel 2.6.0 test2 All All
Operating System Linux Linux Kernel 2.6.0 test3 All All
Operating System Linux Linux Kernel 2.6.0 test4 All All
Operating System Linux Linux Kernel 2.6.0 tests All All
Operating System Linux Linux Kernel 2.6.0 test6 All All
Operating System Linux Linux Kernel 2.6.0 test7 All All
Operating System Linux Linux Kernel 2.6.0 test8 All All
Operating System Linux Linux Kernel 2.6.0 test9 All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
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Operating System Linux Linux Kernel 2.6.9 rci All All

Operating System Linux Linux Kernel 2.6.9 rc2 All All

Operating System Linux Linux Kernel 2.6.9 rc3 All All

Operating System Linux Linux Kernel 2.6.9 rc4 All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Vmware Esx 255 All All All

Operating System Vmware Esx 3.0.3 All All All

Operating System Vmware Esx 3.5 All All All

Operating System Vmware Esx 4.0 All All All

Operating System Vmware Esx 255 All All All

Operating System Vmware Esx 3.0.3 All All All

Operating System Vmware Esx 3.5 All All All

Operating System Vmware Esx 4.0 All All All

Application Vmware Server 2.0.0 All All All

Application Vmware Server 2.0.0 All All All

Application Vmware Vcenter 4.0 All All All

Application Vmware Vcenter 4.0 All All All

Application Vmware Virtualcenter 2.0.2 All All All

Application Vmware Virtualcenter 2.5 All All All

Application Vmware Virtualcenter 2.0.2 All All All

Application Vmware Virtualcenter 25 All All All

Application Vmware Vma 4.0 All All All

Application Vmware Vma 4.0 All All All

Reference Source Link
Red Hat Customer Portal MISC access.I
Bug 485163 — CVE-2009-0778 kernel: rt_cache leak leads to lack of network connectivity CONFIRM bugzilla.
Linux Kernel Memory Leaks in icmp_send() Let Remote Users Deny Service in Certain Cases - Security Tracker SECTRACK www.set
Repository / Oval Repository OVAL oval.cise
SecurityFocus BUGTRAQ  www.set
git.kernel.org MISC git.kerne
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https://access.redhat.com/errata/RHSA-2010:0079
https://bugzilla.redhat.com/show_bug.cgi?id=485163
http://www.securitytracker.com/id?1021958
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7867
http://www.securityfocus.com/archive/1/507985/100/0/threaded
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=7c0ecc4c4f8fd90988aab8a95297b9c0038b6160

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VU|

IBM X-Force Exchange XF exchang
Red Hat Customer Portal MISC access.t
404: File not found CONFIRM www.kel
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-05-19 Tomas Hoger This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux
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Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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