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Summary

CVE CVE-2009-0784

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-25 23:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Race condition in the SystemTap stap tool 0.0.20080705 and 0.0.20090314 allows local users in the stapusr group to insert arbitrary SystemTap kernel modules and gain privileges via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 6.3 from nvd@nist.gov

AV:L/AC:M/Au:N/C:N/I:C/A:C

Problem Types: CWE-362 | n/a

CVSS v2.0 Breakdown

AV:L/AC:M/Au:N/C:N/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 5.0 All All All

Access Vector

Local

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Complete

Availability

Complete
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Operating System Debian Debian Linux 5.0 All All All

Application Systemtap Systemtap 0.0.20080705 All All All

Application Systemtap Systemtap 0.0.20090314 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

ASA-2009-110 (RHSA-2009-0373) af854a3a-2127-422b-91ae-364da2661108

Red Hat update for systemtap - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1755-1 systemtap af854a3a-2127-422b-91ae-364da2661108

Avaya Messaging Storage Server SystemTap Privilege Escalation - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Debian update for systemtap - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Support af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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900177 CBL-Mariner Linux Security Update for systemtap 4.1
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