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Summary

CVE CVE-2009-0790

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-01 10:30:00 UTC

Updated 2019-07-29 14:24:00 UTC

Description The pluto IKE daemon in Openswan and Strongswan IPsec 2.6 before 2.6.21 and 2.4 before 2.4.14, and Strongswan 4.2 before 4.2.14 and 2.8 before 2.8.9, allows remote attackers to cause a denial of service (daemon crash and restart) via a crafted (1) R_U_THERE or (2) R_U_THERE_ACK Dead Peer Detection (DPD) IPsec IKE Notification message that triggers a NULL pointer dereference related to inconsistent ISAKMP state and the lack of a phase2 state association in DPD.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Strongswan Strongswan 2.4.0 All All All

Application Strongswan Strongswan 2.4.0a All All All

Application Strongswan Strongswan 2.4.1 All All All

Application Strongswan Strongswan 2.4.2 All All All

Application Strongswan Strongswan 2.4.3 All All All

Application Strongswan Strongswan 2.4.4 All All All

Application Strongswan Strongswan 2.6.0 All All All

Application Strongswan Strongswan 2.6.1 All All All

Application Strongswan Strongswan 2.6.2 All All All

Application Strongswan Strongswan 2.6.3 All All All

Application Strongswan Strongswan 2.6.4 All All All

Application Strongswan Strongswan 2.8.0 All All All

Application Strongswan Strongswan 2.8.1 All All All

Application Strongswan Strongswan 2.8.2 All All All

Application Strongswan Strongswan 2.8.3 All All All

Application Strongswan Strongswan 2.8.4 All All All

Application Strongswan Strongswan 2.8.5 All All All
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Application Strongswan Strongswan 2.8.5 All All All

Application Strongswan Strongswan 2.8.6 All All All

Application Strongswan Strongswan 2.8.7 All All All

Application Strongswan Strongswan 2.8.8 All All All

Application Strongswan Strongswan 4.2.0 All All All

Application Strongswan Strongswan 4.2.1 All All All

Application Strongswan Strongswan 4.2.10 All All All

Application Strongswan Strongswan 4.2.11 All All All

Application Strongswan Strongswan 4.2.12 All All All

Application Strongswan Strongswan 4.2.13 All All All

Application Strongswan Strongswan 4.2.2 All All All

Application Strongswan Strongswan 4.2.3 All All All

Application Strongswan Strongswan 4.2.4 All All All

Application Strongswan Strongswan 4.2.5 All All All

Application Strongswan Strongswan 4.2.6 All All All

Application Strongswan Strongswan 4.2.7 All All All

Application Strongswan Strongswan 4.2.8 All All All

Application Strongswan Strongswan 4.2.9 All All All

Application Strongswan Strongswan 2.4.0 All All All

Application Strongswan Strongswan 2.4.0a All All All

Application Strongswan Strongswan 2.4.1 All All All

Application Strongswan Strongswan 2.4.2 All All All

Application Strongswan Strongswan 2.4.3 All All All

Application Strongswan Strongswan 2.4.4 All All All

Application Strongswan Strongswan 2.6.0 All All All

Application Strongswan Strongswan 2.6.1 All All All

Application Strongswan Strongswan 2.6.2 All All All

Application Strongswan Strongswan 2.6.3 All All All

Application Strongswan Strongswan 2.6.4 All All All

Application Strongswan Strongswan 2.8.0 All All All

Application Strongswan Strongswan 2.8.1 All All All

Application Strongswan Strongswan 2.8.2 All All All

Application Strongswan Strongswan 2.8.3 All All All

Application Strongswan Strongswan 2.8.4 All All All

Application Strongswan Strongswan 2.8.5 All All All

Application Strongswan Strongswan 2.8.6 All All All
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Application Strongswan Strongswan 2.8.7 All All All

Application Strongswan Strongswan 2.8.8 All All All

Application Strongswan Strongswan 4.2.0 All All All

Application Strongswan Strongswan 4.2.1 All All All

Application Strongswan Strongswan 4.2.10 All All All

Application Strongswan Strongswan 4.2.11 All All All

Application Strongswan Strongswan 4.2.12 All All All

Application Strongswan Strongswan 4.2.13 All All All

Application Strongswan Strongswan 4.2.2 All All All

Application Strongswan Strongswan 4.2.3 All All All

Application Strongswan Strongswan 4.2.4 All All All

Application Strongswan Strongswan 4.2.5 All All All

Application Strongswan Strongswan 4.2.6 All All All

Application Strongswan Strongswan 4.2.7 All All All

Application Strongswan Strongswan 4.2.8 All All All

Application Strongswan Strongswan 4.2.9 All All All

Application Xelerance Openswan 2.4.0 All All All

Application Xelerance Openswan 2.4.1 All All All

Application Xelerance Openswan 2.4.10 All All All

Application Xelerance Openswan 2.4.2 All All All

Application Xelerance Openswan 2.4.3 All All All

Application Xelerance Openswan 2.4.4 All All All

Application Xelerance Openswan 2.4.5 All All All

Application Xelerance Openswan 2.4.9 All All All

Application Xelerance Openswan 2.6.03 All All All

Application Xelerance Openswan 2.6.04 All All All

Application Xelerance Openswan 2.6.05 All All All

Application Xelerance Openswan 2.6.06 All All All

Application Xelerance Openswan 2.6.07 All All All

Application Xelerance Openswan 2.6.08 All All All

Application Xelerance Openswan 2.6.09 All All All

Application Xelerance Openswan 2.6.10 All All All

Application Xelerance Openswan 2.6.11 All All All

Application Xelerance Openswan 2.6.12 All All All

Application Xelerance Openswan 2.6.13 All All All

Application Xelerance Openswan 2.6.14 All All All
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Application Xelerance Openswan 2.6.14 All All All

Application Xelerance Openswan 2.6.15 All All All

Application Xelerance Openswan 2.6.16 All All All

Application Xelerance Openswan 2.6.17 All All All

Application Xelerance Openswan 2.6.18 All All All

Application Xelerance Openswan 2.6.19 All All All

Application Xelerance Openswan 2.6.20 All All All

Application Xelerance Openswan 2.4.0 All All All

Application Xelerance Openswan 2.4.1 All All All

Application Xelerance Openswan 2.4.10 All All All

Application Xelerance Openswan 2.4.2 All All All

Application Xelerance Openswan 2.4.3 All All All

Application Xelerance Openswan 2.4.4 All All All

Application Xelerance Openswan 2.4.5 All All All

Application Xelerance Openswan 2.4.9 All All All

Application Xelerance Openswan 2.6.03 All All All

Application Xelerance Openswan 2.6.04 All All All

Application Xelerance Openswan 2.6.05 All All All

Application Xelerance Openswan 2.6.06 All All All

Application Xelerance Openswan 2.6.07 All All All

Application Xelerance Openswan 2.6.08 All All All

Application Xelerance Openswan 2.6.09 All All All

Application Xelerance Openswan 2.6.10 All All All

Application Xelerance Openswan 2.6.11 All All All

Application Xelerance Openswan 2.6.12 All All All

Application Xelerance Openswan 2.6.13 All All All

Application Xelerance Openswan 2.6.14 All All All

Application Xelerance Openswan 2.6.15 All All All

Application Xelerance Openswan 2.6.16 All All All

Application Xelerance Openswan 2.6.17 All All All

Application Xelerance Openswan 2.6.18 All All All

Application Xelerance Openswan 2.6.19 All All All

Application Xelerance Openswan 2.6.20 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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