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Summary

CVE CVE-2009-0791

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-09 17:30:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description Multiple integer overflows in Xpdf 2.x and 3.x and Poppler 0.x, as used in the pdftops filter in CUPS 1.1.17, 1.1.22, and 1.3.7, GPdf, and kdegraphics KPDF, allow remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted PDF file that triggers a heap-based buffer overflow, possibly related to (1) Decrypt.cxx, (2) FoFiTrueType.cxx, (3) gmem.c, (4) JBIG2Stream.cxx, and (5) PSOutputDev.cxx in pdftops/. NOTE: the JBIG2Stream.cxx vector may overlap CVE-2009-1179.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Cups 1.1.17 All All All

Application Apple Cups 1.1.22 All All All

Application Apple Cups 1.3.7 All All All

Application Apple Cups 1.1.17 All All All

Application Apple Cups 1.1.22 All All All

Application Apple Cups 1.3.7 All All All
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rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat Customer Portal MISC access.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com
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rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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