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Summary

CVE CVE-2009-0824

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-14 18:30:00 UTC

Updated 2018-10-10 19:31:00 UTC

Description Elaborate Bytes ElbyCDIO.sys 6.0.2.0 and earlier, as distributed in SlySoft AnyDVD before 6.5.2.6, Virtual CloneDrive 5.4.2.3 and earlier, CloneDVD 2.9.2.0 and earlier, and CloneCD 5.3.1.3 and earlier, uses the METHOD_NEITHER communication method for IOCTLs and does not properly validate a buffer associated with the Irp object, which allows local users to cause a denial of service (system crash) via a crafted IOCTL call.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Slysoft Anydvd All All All All

Application Slysoft Clonecd All All All All

Application Slysoft Clonedvd All All All All

Application Slysoft Virtualclonedrive All All All All

References

Reference Source Link

Vulnerabilities MISC en.securitylab.ru

CloneCD ElbyCDIO.sys Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

slysoft.com CONFIRM www.slysoft.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CloneDVD ElbyCDIO.sys IOCTL Handling Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Virtual CloneDrive ElbyCDIO.sys IOCTL Handling Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

AnyDVD ElbyCDIO.sys IOCTL Handling Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

Multiple SlySoft Products Driver IOCTL Request Multiple Local Buffer Overflow Vulnerabilities BID www.securityfocus.com

52679 OSVDB osvdb.org
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slysoft.com CONFIRM www.slysoft.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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