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CVE CVE-2009-0844
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-09 00:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description The get_input_token function in the SPNEGO implementation in MIT Kerberos 5 (aka krb5) 1.5 through 1.6.3 allows remote

/ |

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mit Kerberos 5-1.6.3 All All All


https://cve.report/
https://cve.report/CVE-2009-0844/mitre
https://cve.report/CVE-2009-0844/nist
https://cve.report/CVE-2009-0844/cve_org
https://cve.report/api/cve/CVE-2009-0844.json
https://cve.report/CVE-2009-0844.pdf
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos

Application Mit Kerberos 5 - All All All
Application Mit Kerberos 5 1.5 All All All
Application Mit Kerberos 5 1.5.1 All All All
Application Mit Kerberos 5 15.2 All All All
Application Mit Kerberos 5 1.5.3 All All All
Application Mit Kerberos 5 1.6 All All All
Application Mit Kerberos 5 1.6.1 All All All
Application Mit Kerberos 5 1.6.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Webmail - OVH

ASA-2009-142 (SUN 256728)

[SECURITY] Fedora 9 Update: krb5-1.6.3-16.fc9

Kerberos GSS-API SPNEGO Null Pointer Dereference and Invalid Memory Access Bugs Let Remote Denial of Service - SecurityTracker
[SECURITY] Fedora 10 Update: krb5-1.6.3-18.fc10

rPath update for krb5 - Secunia Advisories - Vulnerability Information - Secunia.com
APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7

IBM - IBM NAS (Network Authentication Service) vulnerabilities for DB2 V8.2, V9.1, v9.5 and V9.7.
Novell Kerberos KDC Multiple Vulnerabilities - Secunia.com

Webmail - OVH

SecurityFocus

Support

About the security content of Security Update 2009-002 / Mac OS X v10.5.7

Sun Solaris / SEAM Kerberos Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
CERT Vulnerability Notes Database

wiki.rpath.com/Advisories:rPSA-2009-0058

Repository / Oval Repository

MIT Kerberos SPNEGO and ASN.1 Multiple Remote Denial Of Service Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

HTTP 404 Page Not Found

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
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http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2009/1057
http://support.avaya.com/elmodocs2/security/ASA-2009-142.htm
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00205.html
http://www.securitytracker.com/id?1021867
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00206.html
http://secunia.com/advisories/34628
http://lists.apple.com/archives/security-announce/2009/May/msg00002.html
http://www-01.ibm.com/support/docview.wss?uid=swg21396120
http://secunia.com/advisories/34734
http://www.vupen.com/english/advisories/2009/0976
http://www.securityfocus.com/archive/1/502546/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2009-0408.html
http://support.apple.com/kb/HT3549
http://secunia.com/advisories/34640
http://www.kb.cert.org/vuls/id/662091
http://wiki.rpath.com/Advisories:rPSA-2009-0058
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9474
http://www.securityfocus.com/bid/34408
http://www.vupen.com/english/advisories/2009/1297
http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5047180.html
http://secunia.com/advisories/35074
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Webmail - OVH

HTTP 404 Page Not Found

Webmail - OVH

Repository / Oval Repository

Red Hat update for krb5 - Secunia.com

Gentoo update for mit-krb5 - Secunia Advisories - Vulnerability Information - Secunia.com
web.mit.edu/kerberos/advisories/MITKRB5-SA-2009-001 .txt

SecurityFocus

Gentoo Linux Documentation -- MIT Kerberos 5: Multiple vulnerabilities

Support / Security / Advisories / / MDVSA-2009:098 | Mandriva

Security Advisory SA34617 - Ubuntu update for krb5 - Secunia
Advisories:rPSA-2009-0058 - rPath Wiki

Webmail - OVH

SUSE update for krb5 - Secunia Advisories - Vulnerability Information - Secunia.com
sunsolve.sun.com/search/document.do

US-CERT Technical Cyber Security Alert TA09-133A -- Apple Updates for Multiple Vulnerabilities
USN-755-1: Kerberos vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

L4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api
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http://secunia.com/advisories/34622
http://www.vupen.com/english/advisories/2009/0960
http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5047181.html
http://www.vupen.com/english/advisories/2009/1106
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6339
http://secunia.com/advisories/34630
http://secunia.com/advisories/34594
http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2009-001.txt
http://www.securityfocus.com/archive/1/502526/100/0/threaded
http://security.gentoo.org/glsa/glsa-200904-09.xml
http://www.mandriva.com/security/advisories?name=MDVSA-2009:098
http://secunia.com/advisories/34617
http://wiki.rpath.com/wiki/Advisories:rPSA-2009-0058
http://www.vupen.com/english/advisories/2009/2248
http://secunia.com/advisories/34637
http://sunsolve.sun.com/search/document.do?assetkey=1-26-256728-1
http://www.us-cert.gov/cas/techalerts/TA09-133A.html
http://www.ubuntu.com/usn/usn-755-1
https://www.cve.org/CVERecord?id=CVE-2009-0844
https://nvd.nist.gov/vuln/detail/CVE-2009-0844
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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