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Summary

CVE CVE-2009-0865

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-10 14:30:00 UTC

Updated 2017-10-19 01:30:00 UTC

Description Directory traversal vulnerability in the SnapShotToFile method in the GeoVision LiveX (aka LiveX_v8200) ActiveX control 8.1.2 and 8.2.0 in LIVEX_~1.OCX allows remote attackers to create or overwrite arbitrary files via a .. (dot dot) in the argument, possibly involving the PlayX and SnapShotX methods.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Geovision Livex Activex Control 8.1.2.0 All All All

Application Geovision Livex Activex Control 8.2.0.0 All All All

Application Geovision Livex Activex Control 8.1.2.0 All All All

Application Geovision Livex Activex Control 8.2.0.0 All All All

References

Reference Source

GeoVision LiveX ActiveX Control 'SnapShotToFile()' Arbitrary File Overwrite Vulnerability BID

IBM X-Force Exchange XF

GeoVision LiveX_v8200 ActiveX (LIVEX_~1.OCX) File Corruption PoC EXPLOIT-DB

GeoVision LiveX ActiveX Control "SnapShotToFile()" Insecure Method - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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