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CVE CVE-2009-0872
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-11 14:19:00 UTC
Updated 2017-08-17 01:30:00 UTC
Description The NFS server in Sun Solaris 10, and OpenSolaris before snv_111, does not properly implement the AUTH_NONE (aka s

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Sun Opensolaris snv_01 All sparc All
Operating System Sun Opensolaris snv_01 All x86 All
Operating System Sun Opensolaris snv_02 All sparc All
Operating System Sun Opensolaris snv_02 All x86 All
Operating System Sun Opensolaris snv_03 All sparc All
Operating System Sun Opensolaris snv_03 All x86 All
Operating System Sun Opensolaris snv_04 All sparc All
Operating System Sun Opensolaris snv_04 All x86 All
Operating System Sun Opensolaris snv_05 All sparc All
Operating System Sun Opensolaris snv_05 All x86 All
Operating System Sun Opensolaris snv_06 All sparc All
Operating System Sun Opensolaris snv_06 All x86 All
Operating System Sun Opensolaris snv_07 All sparc All
Operating System Sun Opensolaris snv_07 All x86 All
Operating System Sun Opensolaris snv_08 All sparc All
Operating System Sun Opensolaris snv_08 All x86 All
Operating System Sun Opensolaris snv 09 All sparc All
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Operating System Sun Opensolaris snv_85 All sparc All
Operating System Sun Opensolaris snv_85 All x86 All
Operating System Sun Opensolaris snv_86 All sparc All
Operating System Sun Opensolaris snv_86 All x86 All
Operating System Sun Opensolaris snv_87 All sparc All
Operating System Sun Opensolaris snv_87 All x86 All
Operating System Sun Opensolaris snv_88 All sparc All
Operating System Sun Opensolaris snv_88 All x86 All
Operating System Sun Opensolaris snv_89 All sparc All
Operating System Sun Opensolaris snv_89 All x86 All
Operating System Sun Opensolaris snv_90 All sparc All
Operating System Sun Opensolaris snv_90 All x86 All
Operating System Sun Opensolaris snv_91 All sparc All
Operating System Sun Opensolaris snv_91 All x86 All
Operating System Sun Opensolaris snv_92 All sparc All
Operating System Sun Opensolaris snv_92 All x86 All
Operating System Sun Opensolaris snv_93 All sparc All
Operating System Sun Opensolaris snv_93 All x86 All
Operating System Sun Opensolaris snv_94 All sparc All
Operating System Sun Opensolaris snv_94 All x86 All
Operating System Sun Opensolaris snv_95 All sparc All
Operating System Sun Opensolaris snv_95 All x86 All
Operating System Sun Opensolaris snv_96 All sparc All
Operating System Sun Opensolaris snv_96 All x86 All
Operating System Sun Opensolaris snv_97 All sparc All
Operating System Sun Opensolaris snv_97 All x86 All
Operating System Sun Opensolaris snv_98 All sparc All
Operating System Sun Opensolaris snv_98 All x86 All
Operating System Sun Opensolaris snv_99 All sparc All
Operating System Sun Opensolaris snv_99 All x86 All
Operating System Sun Opensolaris All All sparc All
Operating System Sun Opensolaris All All x86 All
Operating System Sun Solaris 10 All x86 All
Operating System Sun Solaris 10 All x86 All


http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/opensolaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris

References

Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
IBM X-Force Exchange XF

253588 SUNALERT
Sun Solaris NFS Server (nfssec(5)) Security Modes Security Bypass Vulnerability BID
Webmail- OVH VUPEN
Solaris NFS Server nfssec() Bug Lets Remote Users Access Shared Resources - Security Tracker SECTRACK
#139462-02: Obsoleted by: 139991-02 SunOS 5.10: nfssrv patch CONFIRM
52559 OSVDB
Avaya CMS Solaris NFS Security Modes Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
ASA-2009-093 (SUN 253588) CONFIRM
Sun Solaris NFS Server Security Modes Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

Lin

ww

exc

sur

ww

ww

sec

sur

osv

sec

suf

sec

ww

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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