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Summary

CVE CVE-2009-0873

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-11 14:19:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description The NFS daemon (aka nfsd) in Sun Solaris 10 and OpenSolaris before snv_106, when NFSv3 is used, does not properly implement combinations of security modes, which allows remote attackers to bypass intended access restrictions and read or modify files, as demonstrated by a combination of the sec=sys and sec=krb5 security modes, related to modes that "override each other."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_01 All sparc All

Operating System Sun Opensolaris snv_01 All x86 All

Operating System Sun Opensolaris snv_02 All sparc All

Operating System Sun Opensolaris snv_02 All x86 All

Operating System Sun Opensolaris snv_03 All sparc All

Operating System Sun Opensolaris snv_03 All x86 All

Operating System Sun Opensolaris snv_04 All sparc All

Operating System Sun Opensolaris snv_04 All x86 All

Operating System Sun Opensolaris snv_05 All sparc All
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Operating System Sun Opensolaris snv_06 All x86 All

Operating System Sun Opensolaris snv_07 All sparc All

Operating System Sun Opensolaris snv_07 All x86 All

Operating System Sun Opensolaris snv_08 All sparc All

Operating System Sun Opensolaris snv_08 All x86 All

Operating System Sun Opensolaris snv_09 All sparc All
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#139462-02: Obsoleted by: 139991-02 SunOS 5.10: nfssrv patch CONFIRM

52560 OSVDB
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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