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Summary

CVE CVE-2009-0875

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-12 15:20:00 UTC

Updated 2009-04-02 05:45:00 UTC

Description Race condition in the Doors subsystem in the kernel in Sun Solaris 8 through 10, and OpenSolaris before snv_94, allows local users to cause a denial of service (process hang), or possibly bypass file permissions or gain kernel-context privileges, via vectors involving the time at which control is transferred from a caller to a door server.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_01 All sparc All

Operating System Sun Opensolaris snv_01 All x86 All

Operating System Sun Opensolaris snv_02 All sparc All

Operating System Sun Opensolaris snv_02 All x86 All

Operating System Sun Opensolaris snv_03 All sparc All

Operating System Sun Opensolaris snv_03 All x86 All

Operating System Sun Opensolaris snv_04 All sparc All

Operating System Sun Opensolaris snv_04 All x86 All

Operating System Sun Opensolaris snv_05 All sparc All

Operating System Sun Opensolaris snv_05 All x86 All

Operating System Sun Opensolaris snv_06 All sparc All

Operating System Sun Opensolaris snv_06 All x86 All

Operating System Sun Opensolaris snv_07 All sparc All

Operating System Sun Opensolaris snv_07 All x86 All

Operating System Sun Opensolaris snv_08 All sparc All

Operating System Sun Opensolaris snv_08 All x86 All

Operating System Sun Opensolaris snv_09 All sparc All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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