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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2009-0914
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-16 19:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Opera before 9.64 allows remote attackers to execute arbitrary code via a crafted JPEG image that triggers memory corrup

4] ]

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser 1.00 All All All
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Application Upera Upera Browser 9.50 betaz Al All
Application Opera Opera Browser 9.51 All All All
Application Opera Opera Browser 9.52 All All All
Application Opera Opera Browser 9.60 All All All
Application Opera Opera Browser 9.60 betal All All
Application Opera Opera Browser 9.61 All All All
Application Opera Opera Browser 9.62 All All All
Application Opera Opera Browser All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sou
SecurityTracker.com Archives - Opera Memory Corruption Error in Processing JPEG Files Lets Remote Users Execute Arbitrary Code  af85
Opera Web Browser prior to 9.64 Multiple Security Vulnerabilities af85
SUSE Update for Multiple Packages - Advisories - Community af85
261032 — <www-client/opera-9.64: Arbitrary code execution with JPEG images (CVE-2009-{0914,0915,0916}) af85
Gentoo Linux Documentation -- Opera: Multiple vulnerabilities af85
Repository / Oval Repository af85
Opera Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af85
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:007 af85
Opera: Opera 9.64 for Windows Changelog af8s
oss-security - CVE Request: Opera <9.64: Execution of arbitrary code af85
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af8s
Opera: Opera 9.64 for Mac Changelog af85
Opera: Opera 9.64 for Unix Changelog af8s
Advisory: Specially crafted JPEG images can be used to execute arbitrary code - Opera Knowledge Base af85
Gentoo update for opera - Advisories - Community af8s
Repository / Oval Repository af85
Opera: Opera 9.64 for Unix Changelog af85s
Opera: Opera 9.64 for Unix Changelog af85
CVE Program record CVE
NVD vulnerability detail NVLC
q |
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http://cve.report/software/na/n/a
http://securitytracker.com/id?1021782
http://www.securityfocus.com/bid/33961
http://secunia.com/advisories/34418
https://bugs.gentoo.org/show_bug.cgi?id=261032
http://security.gentoo.org/glsa/glsa-200903-30.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5955
http://secunia.com/advisories/34135
http://lists.opensuse.org/opensuse-security-announce/2009-03/msg00004.html
http://www.opera.com/docs/changelogs/windows/964/
http://www.openwall.com/lists/oss-security/2009/03/07/1
http://www.vupen.com/english/advisories/2009/0586
http://www.opera.com/docs/changelogs/mac/964/
http://www.opera.com/docs/changelogs/solaris/964/
http://www.opera.com/support/kb/view/926/
http://secunia.com/advisories/34294
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6230
http://www.opera.com/docs/changelogs/linux/964/
http://www.opera.com/docs/changelogs/freebsd/964/
https://www.cve.org/CVERecord?id=CVE-2009-0914
https://nvd.nist.gov/vuln/detail/CVE-2009-0914

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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