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CVE CVE-2009-0922
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-17 17:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description PostgreSQL before 8.3.7, 8.2.13, 8.1.17, 8.0.21, and 7.4.25 allows remote authenticated users to cause a denial of service

/ |

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:S/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 7.4.24 All All All


https://cve.report/
https://cve.report/CVE-2009-0922/mitre
https://cve.report/CVE-2009-0922/nist
https://cve.report/CVE-2009-0922/cve_org
https://cve.report/api/cve/CVE-2009-0922.json
https://cve.report/CVE-2009-0922.pdf
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql

Application Postgresql Postgresql 8.0.20 All All
Application Postgresql Postgresql 8.1.16 All All
Application Postgresql Postgresql 8.2.12 All All
Application Postgresql Postgresql 8.3.6 All All

All

All

All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
Fedora update for postgresql - Secunia.com

Re: BUG #4680: Server crashed if using wrong (mismatch) conversion funct

Bug 488156 — CVE-2009-0922 postgresql: potential DoS due to conversion functions
sunsolve.sun.com/search/document.do

[SECURITY] Fedora 9 Update: postgresql-8.3.7-1.fc9

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
sunsolve.sun.com/search/document.do

oss-security - CVE request -- postgresq|

Repository / Oval Repository

SecurityFocus

PostgreSQL: News: PostgreSQL 2009-03-16 Security Update

PostgreSQL Conversion Encoding Remote Denial of Service Vulnerability

[SECURITY] Fedora 10 Update: postgresql-8.3.7-1.fc10

BUG #4680: Server crashed if using wrong (mismatch) conversion functions

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:009

PostgreSQL Encoding Conversion Error Lets Remote Authenticated Users Deny Service - SecurityTracker
Support / Security / Advisories / / MDVSA-2009:079 | Mandriva

Repository / Oval Repository

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
wiki.rpath.com/Advisories:rPSA-2009-0086

#517405 - postgresql-8.3: Server crashes if using wrong (mismatch) conversion - Debian Bug report logs
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Sun Solaris PostgreSQL Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

'[security bulletin] HPSBMU02781 SSRT100617 rev.1 - HP Network Node Manager i (NNMi) for HP-UX, Linux' - MARC
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http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/34453
http://archives.postgresql.org//pgsql-bugs/2009-02/msg00176.php
http://secunia.com/advisories/35100
http://marc.info/?l=bugtraq&m=134124585221119&w=2
https://bugzilla.redhat.com/show_bug.cgi?id=488156
http://sunsolve.sun.com/search/document.do?assetkey=1-66-258808-1
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00810.html
http://www.vupen.com/english/advisories/2009/0767
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1020455.1-1
http://www.openwall.com/lists/oss-security/2009/03/11/4
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10874
http://www.securityfocus.com/archive/1/503598/100/0/threaded
http://www.postgresql.org/about/news.1065
http://www.securityfocus.com/bid/34090
https://www.redhat.com/archives/fedora-package-announce/2009-March/msg00843.html
http://archives.postgresql.org/pgsql-bugs/2009-02/msg00172.php
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00010.html
http://www.securitytracker.com/id?1021860
http://www.mandriva.com/security/advisories?name=MDVSA-2009:079
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6252
http://www.redhat.com/support/errata/RHSA-2009-1067.html
http://www.vupen.com/english/advisories/2009/1316
http://wiki.rpath.com/Advisories:rPSA-2009-0086
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=517405
https://www.cve.org/CVERecord?id=CVE-2009-0922
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-10-08 Tomas Hoger This issue has been addressed in Red Hat Enterprise Linux 4 and 5 via: https://rhn.redhat.com
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There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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