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CVE CVE-2009-0927
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-19 10:30:00 UTC
Updated 2018-11-08 20:25:00 UTC
Description Stack-based buffer overflow in Adobe Reader and Adobe Acrobat 9 before 9.1, 8 before 8.1.3 , and 7 before 7.1.1 allows re

/ |

Risk And Classification

EPSS: 0.933120000 probability, percentile 0.998090000 (date 2026-04-17)

CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown
Problem Types: CWE-20

CISA Known Exploited Vulnerability

Vendor Adobe

Product Reader and Acrobat

Name Adobe Reader and Adobe Acrobat Stack-Based Buffer Overflow Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2009-0927

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader All All All All

Reference Source Link

Sun Solaris Adobe Reader Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.c(
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:009 SUSE lists.opens

IBM X-Force Exchange XF exchange.



https://cve.report/
https://cve.report/CVE-2009-0927/mitre
https://cve.report/CVE-2009-0927/nist
https://cve.report/CVE-2009-0927/cve_org
https://cve.report/api/cve/CVE-2009-0927.json
https://cve.report/CVE-2009-0927.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://secunia.com/advisories/34706
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00010.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/49312

[security-announce] SUSE Security Announcement: acroread (SUSE-SA:2009:0 SUSE lists.opens

Adobe Acrobat and Reader Collab 'getlcon()' JavaScript Method Remote Code Execution Vulnerability BID Www.Ssecu
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VUpPE
Gentoo update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.cc
Gentoo Linux Documentation -- Adobe Reader: User-assisted execution of arbitrary code GENTOO security.ge
SecurityFocus BUGTRAQ WWWw.secu
SUSE update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.cc
Adobe Acrobat/Reader < 7.1.1/8.1.3/9.1 Collab getlcon Universal Exploit EXPLOIT-DB  www.explc
Adobe Reader JavaScript Input Valdation Flaw Lets Remote Users Execute Arbitrary Code - Security Tracker SECTRACK  www.secu
Zero Day Initiative MISC WWW.ZErO!
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VUPE
Adobe - Security Advisories : APSB09-04 - Security Updates available for Adobe Reader and Acrobat CONFIRM www.adok
256788 SUNALERT  sunsolve.s
CVE Program record CVE.ORG WWW.Cve.(
NVD vulnerability detail NVD nvd.nist.gc
CISA Known Exploited Vulnerabilities catalog CISA www.cisa.
(| | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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