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Summary

CVE CVE-2009-0941

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-18 21:00:00 UTC

Updated 2018-10-10 19:32:00 UTC

Description The HP Embedded Web Server (EWS) on HP LaserJet Printers, Edgeline Printers, and Digital Senders has no management password by default, which makes it easier for remote attackers to obtain access.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 8100c Digital Sender - All All All

Hardware Hp 8100c Digital Sender - All All All

Hardware Hp 9100c Digital Sender - All All All

Hardware Hp 9100c Digital Sender - All All All

Hardware Hp 9200c Digital Sender - All All All

Hardware Hp 9200c Digital Sender - All All All

Hardware Hp 9250c Digital Sender - All All All

Hardware Hp 9250c Digital Sender - All All All

Hardware Hp Color Laserjet All All All All

Hardware Hp Color Laserjet All All All All

Hardware Hp Color Laserjet 1500 All All All All

Hardware Hp Color Laserjet 1500 All All All All

Hardware Hp Color Laserjet 2500 All All All All

Hardware Hp Color Laserjet 2500 All All All All

Hardware Hp Color Laserjet 2500l All All All All

Hardware Hp Color Laserjet 2500l All All All All

Hardware Hp Color Laserjet 2500lse All All All All
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Hardware Hp Color Laserjet 2500lse All All All All

Hardware Hp Color Laserjet 2500lse All All All All

Hardware Hp Color Laserjet 2500n All All All All

Hardware Hp Color Laserjet 2500n All All All All

Hardware Hp Color Laserjet 2500tn All All All All

Hardware Hp Color Laserjet 2500tn All All All All

Hardware Hp Color Laserjet 2605dtn All All All All

Hardware Hp Color Laserjet 2605dtn All All All All

Hardware Hp Color Laserjet 4370mfp 20081211_46.211.2 All All All

Hardware Hp Color Laserjet 4370mfp 20081211_46.211.2 All All All

Hardware Hp Color Laserjet 4600 All All All All

Hardware Hp Color Laserjet 4600 All All All All

Hardware Hp Color Laserjet 4600dn All All All All

Hardware Hp Color Laserjet 4600dn All All All All

Hardware Hp Color Laserjet 4600dtn All All All All

Hardware Hp Color Laserjet 4600dtn All All All All

Hardware Hp Color Laserjet 4600hdn All All All All

Hardware Hp Color Laserjet 4600hdn All All All All

Hardware Hp Color Laserjet 4650 All All All All

Hardware Hp Color Laserjet 4650 All All All All

Hardware Hp Color Laserjet 4700 All All All All

Hardware Hp Color Laserjet 4700 All All All All

Hardware Hp Color Laserjet 4730 Mfp All All All All

Hardware Hp Color Laserjet 4730 Mfp All All All All

Hardware Hp Color Laserjet 5500 All All All All

Hardware Hp Color Laserjet 5500 All All All All

Hardware Hp Color Laserjet 5550 All All All All

Hardware Hp Color Laserjet 5550 All All All All

Hardware Hp Color Laserjet 8500 All All All All

Hardware Hp Color Laserjet 8500 All All All All

Hardware Hp Color Laserjet 8550 All All All All

Hardware Hp Color Laserjet 8550 All All All All

Hardware Hp Color Laserjet 9500 All All All All

Hardware Hp Color Laserjet 9500 All All All All

Hardware Hp Color Laserjet 9500mfp 20070719_05.011.2 All All All

Hardware Hp Color Laserjet 9500mfp 20070719_05.011.2 All All All
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Hardware Hp Color Laserjet 9500 Mfp All All All All

Hardware Hp Color Laserjet 9500 Mfp All All All All

Hardware Hp Color Mfp Cm8050 - - edgeline All

Hardware Hp Color Mfp Cm8050 - - edgeline All

Hardware Hp Color Mfp Cm8060 - - edgeline All

Hardware Hp Color Mfp Cm8060 - - edgeline All

Hardware Hp Digital Senders All All All All

Hardware Hp Digital Senders All All All All

Hardware Hp Edgeline Printers All All All All

Hardware Hp Edgeline Printers All All All All

Hardware Hp Laserjet 1000 All All All All

Hardware Hp Laserjet 1000 All All All All

Hardware Hp Laserjet 1005 All All All All

Hardware Hp Laserjet 1005 All All All All

Hardware Hp Laserjet 1010 All All All All

Hardware Hp Laserjet 1010 All All All All

Hardware Hp Laserjet 1012 All All All All

Hardware Hp Laserjet 1012 All All All All

Hardware Hp Laserjet 1015 All All All All

Hardware Hp Laserjet 1015 All All All All

Hardware Hp Laserjet 1018 All All All All

Hardware Hp Laserjet 1018 All All All All

Hardware Hp Laserjet 1018s All All All All

Hardware Hp Laserjet 1018s All All All All

Hardware Hp Laserjet 1020 All All All All

Hardware Hp Laserjet 1020 All All All All

Hardware Hp Laserjet 1020 Plus All All All All

Hardware Hp Laserjet 1020 Plus All All All All

Hardware Hp Laserjet 1022 All All All All

Hardware Hp Laserjet 1022 All All All All

Hardware Hp Laserjet 1022n All All All All

Hardware Hp Laserjet 1022n All All All All

Hardware Hp Laserjet 1022nw All All All All

Hardware Hp Laserjet 1022nw All All All All

Hardware Hp Laserjet 1100 All All All All

Hardware Hp Laserjet 1100 All All All All
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Hardware Hp Laserjet 1100 All All All All

Hardware Hp Laserjet 1150 All All All All

Hardware Hp Laserjet 1150 All All All All

Hardware Hp Laserjet 1160 All All All All

Hardware Hp Laserjet 1160 All All All All

Hardware Hp Laserjet 1200 All All All All

Hardware Hp Laserjet 1200 All All All All

Hardware Hp Laserjet 1300 All All All All

Hardware Hp Laserjet 1300 All All All All

Hardware Hp Laserjet 1320 All All All All

Hardware Hp Laserjet 1320 All All All All

Hardware Hp Laserjet 2 All All All All

Hardware Hp Laserjet 2 All All All All

Hardware Hp Laserjet 2000 All All All All

Hardware Hp Laserjet 2000 All All All All

Hardware Hp Laserjet 2100 All All All All

Hardware Hp Laserjet 2100 All All All All

Hardware Hp Laserjet 2200 All All All All

Hardware Hp Laserjet 2200 All All All All

Hardware Hp Laserjet 2200dtn All All All All

Hardware Hp Laserjet 2200dtn All All All All

Hardware Hp Laserjet 2300 All All All All

Hardware Hp Laserjet 2300 All All All All

Hardware Hp Laserjet 2300dn All All All All

Hardware Hp Laserjet 2300dn All All All All

Hardware Hp Laserjet 2400 All All All All

Hardware Hp Laserjet 2400 All All All All

Hardware Hp Laserjet 2410 20070410_08.112.3 All All All

Hardware Hp Laserjet 2410 20070410_08.112.3 All All All

Hardware Hp Laserjet 2420 20070410_08.112.3 All All All

Hardware Hp Laserjet 2420 20070410_08.112.3 All All All

Hardware Hp Laserjet 2430 All All All All

Hardware Hp Laserjet 2430 20070410_08.112.3 All All All

Hardware Hp Laserjet 2430 All All All All

Hardware Hp Laserjet 2430 20070410_08.112.3 All All All

Hardware Hp Laserjet 2500 All All All All
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Hardware Hp Laserjet 2500 All All All All

Hardware Hp Laserjet 2500c All All All All

Hardware Hp Laserjet 2500c All All All All

Hardware Hp Laserjet 2600c All All All All

Hardware Hp Laserjet 2600c All All All All

Hardware Hp Laserjet 2600n All All All All

Hardware Hp Laserjet 2600n All All All All

Hardware Hp Laserjet 3000 All All All All

Hardware Hp Laserjet 3000 All All All All

Hardware Hp Laserjet 3700 All All All All

Hardware Hp Laserjet 3700 All All All All

Hardware Hp Laserjet 4 All All All All

Hardware Hp Laserjet 4 All All All All

Hardware Hp Laserjet 4/4m All All All All

Hardware Hp Laserjet 4000 All All All All

Hardware Hp Laserjet 4000 All All All All

Hardware Hp Laserjet 4000n All All All All

Hardware Hp Laserjet 4000n All All All All

Hardware Hp Laserjet 4050 All All All All

Hardware Hp Laserjet 4050 All All All All

Hardware Hp Laserjet 4100 All All All All

Hardware Hp Laserjet 4100 All All All All

Hardware Hp Laserjet 4100mfp All All All All

Hardware Hp Laserjet 4100mfp All All All All

Hardware Hp Laserjet 4100 Mfp All All All All

Hardware Hp Laserjet 4100 Mfp All All All All

Hardware Hp Laserjet 4200 All All All All

Hardware Hp Laserjet 4200 All All All All

Hardware Hp Laserjet 4200dtn All All All All

Hardware Hp Laserjet 4200dtn All All All All

Hardware Hp Laserjet 4200ln All All All All

Hardware Hp Laserjet 4200ln All All All All

Hardware Hp Laserjet 4240 All All All All

Hardware Hp Laserjet 4240 All All All All

Hardware Hp Laserjet 4240n All All All All
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Hardware Hp Laserjet 4240n All All All All

Hardware Hp Laserjet 4250 All All All All

Hardware Hp Laserjet 4250 20080319_08.015.0 All All All

Hardware Hp Laserjet 4250 All All All All

Hardware Hp Laserjet 4250 20080319_08.015.0 All All All

Hardware Hp Laserjet 4300 All All All All

Hardware Hp Laserjet 4300 All All All All

Hardware Hp Laserjet 4345mfp 20081211_09.131.1 All All All

Hardware Hp Laserjet 4345mfp 20081211_09.131.1 All All All

Hardware Hp Laserjet 4345 Mfp All All All All

Hardware Hp Laserjet 4345 Mfp All All All All

Hardware Hp Laserjet 4350 All All All All

Hardware Hp Laserjet 4350 20080319_08.015.0 All All All

Hardware Hp Laserjet 4350 All All All All

Hardware Hp Laserjet 4350 20080319_08.015.0 All All All

Hardware Hp Laserjet 4350dtn All All All All

Hardware Hp Laserjet 4350dtn All All All All

Hardware Hp Laserjet 4650dn All All All All

Hardware Hp Laserjet 4650dn All All All All

Hardware Hp Laserjet 4l/ml All All All All

Hardware Hp Laserjet 4l/ml All All All All

Hardware Hp Laserjet 4l/ml All All All All

Hardware Hp Laserjet 4m Plus All All All All

Hardware Hp Laserjet 4m Plus All All All All

Hardware Hp Laserjet 4p/mp All All All All

Hardware Hp Laserjet 4p/mp All All All All

Hardware Hp Laserjet 4p/mp All All All All

Hardware Hp Laserjet 4si All All All All

Hardware Hp Laserjet 4si All All All All

Hardware Hp Laserjet 4v/mv All All All All

Hardware Hp Laserjet 4v/mv All All All All

Hardware Hp Laserjet 4v/mv All All All All

Hardware Hp Laserjet 4/4m All All All All

Hardware Hp Laserjet 4/4m All All All All

Hardware Hp Laserjet 4 Plus/m Plus All All All All

Hardware Hp Laserjet 4 Plus/m Plus All All All All
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http://www.vupen.com/english/advisories/2009/0754
https://www.cve.org/CVERecord?id=CVE-2009-0941
https://nvd.nist.gov/vuln/detail/CVE-2009-0941
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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