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Summary

CVE CVE-2009-0946

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-17 00:30:00 UTC

Updated 2021-04-05 19:25:00 UTC

Description Multiple integer overflows in FreeType 2.3.9 and earlier allow remote attackers to execute arbitrary code via vectors related to large values in certain inputs in (1) smooth/ftsmooth.c, (2) sfnt/ttcmap.c, and (3) cff/cffload.c.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os All All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.5.8 All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X Server 10.4.11 All All All

Operating System Apple Mac Os X Server 10.5.8 All All All

Operating System Apple Mac Os X Server All All All All

Application Apple Safari 4.0 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Canonical Ubuntu Linux 9.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Application Freetype Freetype 1.3.1 All All All

Application Freetype Freetype 2.0.6 All All All
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Application Freetype Freetype 2.0.6 All All All

Application Freetype Freetype 2.0.9 All All All

Application Freetype Freetype 2.1 All All All

Application Freetype Freetype 2.1.10 All All All

Application Freetype Freetype 2.1.3 All All All

Application Freetype Freetype 2.1.4 All All All

Application Freetype Freetype 2.1.5 All All All

Application Freetype Freetype 2.1.6 All All All

Application Freetype Freetype 2.1.7 All All All

Application Freetype Freetype 2.1.8 All All All

Application Freetype Freetype 2.1.9 All All All

Application Freetype Freetype 2.2.0 All All All

Application Freetype Freetype 2.2.1 All All All

Application Freetype Freetype 2.2.10 All All All

Application Freetype Freetype 2.3.3 All All All

Application Freetype Freetype 2.3.4 All All All

Application Freetype Freetype 2.3.5 All All All

Application Freetype Freetype 1.3.1 All All All

Application Freetype Freetype 2.0.6 All All All

Application Freetype Freetype 2.0.9 All All All

Application Freetype Freetype 2.1 All All All

Application Freetype Freetype 2.1.10 All All All

Application Freetype Freetype 2.1.3 All All All

Application Freetype Freetype 2.1.4 All All All

Application Freetype Freetype 2.1.5 All All All

Application Freetype Freetype 2.1.6 All All All

Application Freetype Freetype 2.1.7 All All All

Application Freetype Freetype 2.1.8 All All All

Application Freetype Freetype 2.1.9 All All All

Application Freetype Freetype 2.2.0 All All All

Application Freetype Freetype 2.2.1 All All All

Application Freetype Freetype 2.2.10 All All All

Application Freetype Freetype 2.3.3 All All All

Application Freetype Freetype 2.3.4 All All All

Application Freetype Freetype 2.3.5 All All All

Application Freetype Freetype All All All All
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Operating System Opensuse Opensuse 10.3 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 11.1 All All All

Operating System Suse Linux Enterprise Server 10 - All All

Operating System Suse Linux Enterprise Server 11 - All All

References

Reference Source

APPLE-SA-2009-06-17-1 iPhone OS 3.0 Software Update APPLE

freetype/freetype2.git - The FreeType 2 library CONFIRM

APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and Security Update 2010-007 APPLE

Repository / Oval Repository OVAL

freetype/freetype2.git - The FreeType 2 library CONFIRM

freetype/freetype2.git - The FreeType 2 library CONFIRM

Red Hat update for freetype - Secunia.com SECUNIA

USN-767-1: FreeType vulnerability | Ubuntu UBUNTU

Support REDHAT

Debian -- Security Information -- DSA-1784-1 freetype DEBIAN

Red Hat update for freetype - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

FreeType Multiple Vulnerabilities - Advisories - Community SECUNIA

Debian update for freetype - Secunia.com SECUNIA

Support REDHAT

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:010 SUSE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Ubuntu update for freetype - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

freetype/freetype2.git - The FreeType 2 library CONFIRM

270268 SUNALERT

Apple Safari Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Gentoo update for freetype - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Gentoo Linux Documentation -- FreeType: Multiple vulnerabilities GENTOO

About the security content of Security Update 2009-002 / Mac OS X v10.5.7 CONFIRM

US-CERT Technical Cyber Security Alert TA09-133A -- Apple Updates for Multiple Vulnerabilities CERT

APPLE-SA-2009-06-08-1 Safari 4.0 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Support / Security / Advisories / / MDVSA-2009:243 | Mandriva MANDRIVA

http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://lists.apple.com/archives/security-announce/2009/Jun/msg00005.html
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=a18788b14db60ae3673f932249cd02d33a227c4e
http://lists.apple.com/archives/security-announce/2010//Nov/msg00000.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10149
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=79972af4f0485a11dcb19551356c45245749fc5b
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/tree/ChangeLog
http://secunia.com/advisories/35200
http://www.ubuntu.com/usn/USN-767-1
http://www.redhat.com/support/errata/RHSA-2009-1061.html
http://www.debian.org/security/2009/dsa-1784
http://secunia.com/advisories/35204
http://secunia.com/advisories/34723
http://secunia.com/advisories/34967
http://www.redhat.com/support/errata/RHSA-2009-0329.html
http://lists.opensuse.org/opensuse-security-announce/2009-05/msg00000.html
http://www.vupen.com/english/advisories/2009/1522
http://secunia.com/advisories/34913
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=0545ec1ca36b27cb928128870a83e5f668980bc5
http://sunsolve.sun.com/search/document.do?assetkey=1-66-270268-1
http://secunia.com/advisories/35379
http://secunia.com/advisories/35074
http://secunia.com/advisories/35210
http://security.gentoo.org/glsa/glsa-200905-05.xml
http://support.apple.com/kb/HT3549
http://www.us-cert.gov/cas/techalerts/TA09-133A.html
http://lists.apple.com/archives/security-announce/2009/jun/msg00002.html
http://www.vupen.com/english/advisories/2009/1058
http://www.mandriva.com/security/advisories?name=MDVSA-2009:243


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

504 Gateway Time-out BID

SUSE Update for Multiple Packages - Advisories - Community SECUNIA

About the security content of iPhone OS 3.0 Software Update CONFIRM

About the security content of Safari 4.0 CONFIRM

APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7 APPLE

Support REDHAT

Red Hat update for freetype - Secunia.com SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

491384 – (CVE-2009-0946) CVE-2009-0946 freetype: multiple integer overflows CONFIRM

About the security content of Mac OS X v10.6.5 and Security Update 2010-007 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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