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CVE CVE-2009-1098
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-25 23:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Buffer overflow in Java SE Development Kit (JDK) and Java Runtime Environment (JRE) 5.0 Update 17 and earlier; 6 Upde

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jak 1.5.0 All All All


https://cve.report/
https://cve.report/CVE-2009-1098/mitre
https://cve.report/CVE-2009-1098/nist
https://cve.report/CVE-2009-1098/cve_org
https://cve.report/api/cve/CVE-2009-1098.json
https://cve.report/CVE-2009-1098.pdf
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Application Sun Sdk 1.4.2 17 All All All
Application Sun Sdk 1.4.2_18 All All All
Application Sun Sdk 1422 All All All
Application Sun Sdk 1.4.2_3 All All All
Application Sun Sdk 1.42 4 All All All
Application Sun Sdk 1425 All All All
Application Sun Sdk 142 6 All All All
Application Sun Sdk 1427 All All All
Application Sun Sdk All All All All
Application Sun Sdk All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

marc.info

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian update for openjdk-6 - Secunia.com

Support

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
Red Hat update for java-1.5.0-ibm - Advisories - Community

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Announcement: IBM Java 6 (SUSE-SA:2009

Ubuntu update for openjdk-6 - Advisories - Community

sunsolve.sun.com/search/document.do

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

HP-UX update for JRE / JDK - Advisories - Community

SUSE update for IBM JDK 5 - Secunia.com

Java Runtime Environment (JRE) Buffer Overflow in Processing Image Files and Fonts Lets Remote Users Gain Privileges on the Target Syst
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011

Oracle Critical Patch Update Advisory - July 2009

Security Alerts - Secunia

Red Hat update for java-1.6.0-ibm - Advisories - Community
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