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Summary

CVE CVE-2009-1099

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-25 23:30:00 UTC

Updated 2018-10-10 19:33:00 UTC

Description Integer signedness error in Java SE Development Kit (JDK) and Java Runtime Environment (JRE) 5.0 Update 17 and earlier, and 6 Update 12 and earlier, allows remote attackers to access files or execute arbitrary code via crafted glyph descriptions in a Type1 font, which bypasses a signed comparison and triggers a buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java Runtime Environment 5.0 All 17 All

Application Sun Java Runtime Environment 6.0 All 12 All

Application Sun Java Runtime Environment 5.0 All 17 All

Application Sun Java Runtime Environment 6.0 All 12 All

Application Sun Java Se Development Kit All All All All

Application Sun Java Se Development Kit All All All All

References

Reference

rhn.redhat.com | Red Hat Support

Gentoo updates for sun-jre-bin, sun-jdk, blackdown-jre, blackdown-jdk, and emul-linux-x86-java - Secunia Advisories - Vulnerability Information - Secunia.com

Red Hat update for java-1.6.0-ibm - Advisories - Community

Red Hat update for java-1.6.0-sun - Advisories - Community

254571

HP-UX update for JRE / JDK - Advisories - Community

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com

Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities

https://cve.report/
https://cve.report/CVE-2009-1099/mitre
https://cve.report/CVE-2009-1099/nist
https://cve.report/CVE-2009-1099/cve_org
https://cve.report/api/cve/CVE-2009-1099.json
https://cve.report/CVE-2009-1099.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/java_runtime_environment
http://cve.report/vendor/sun
http://cve.report/software/sun/java_runtime_environment
http://cve.report/vendor/sun
http://cve.report/software/sun/java_runtime_environment
http://cve.report/vendor/sun
http://cve.report/software/sun/java_runtime_environment
http://cve.report/vendor/sun
http://cve.report/software/sun/java_se_development_kit
http://cve.report/vendor/sun
http://cve.report/software/sun/java_se_development_kit
http://www.redhat.com/support/errata/RHSA-2009-0394.html
http://secunia.com/advisories/37386
http://secunia.com/advisories/36185
http://secunia.com/advisories/34496
http://sunsolve.sun.com/search/document.do?assetkey=1-26-254571-1
http://secunia.com/advisories/35255
http://secunia.com/advisories/37460
http://www.securityfocus.com/bid/34240


#118669-19: JavaSE for business 5.0_x86: update 18 patch (equivalent to JDK 5.0u18), 64bit

Java Runtime Environment (JRE) Buffer Overflow in Processing Image Files and Fonts Lets Remote Users Gain Privileges on the Target System - SecurityTracker

Repository / Oval Repository

SecurityFocus

[security-announce] SUSE Security Announcement: IBM Java 5 (SUSE-SA:2009

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilites

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support

Red Hat update for java-1.5.0-ibm - Advisories - Community

ASA-2009-108 (RHSA-2009-0392)

[security-announce] SUSE Security Announcement: IBM Java 6 (SUSE-SA:2009

Red Hat update for java-1.5.0-sun - Advisories - Community

SUSE Update for Multiple Packages - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Announcement: Sun Java (SUSE-SA:2009:0

SSRT090058

Oracle Products Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

HPSBUX02429

rhn.redhat.com | Red Hat Support

Public Advisory: 03.26.09 // iDefense Labs

VMSA-2009-0016.1

rhn.redhat.com | Red Hat Support

ASA-2009-109 (RHSA-2009-0394)

Oracle Critical Patch Update Advisory - July 2009

SUSE update for IBM JDK 5 - Secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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