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CVE CVE-2009-1107
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-25 23:30:00 UTC
Updated 2018-10-10 19:34:00 UTC
Description The Java Plug-in in Java SE Development Kit (JDK) and Java Runtime Environment (JRE) 6 Update 12 and earlier, and 5.(

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sun Java All All All All
Application Sun Java All All All All
Reference

rhn.redhat.com | Red Hat Support

Gentoo updates for sun-jre-bin, sun-jdk, blackdown-jre, blackdown-jdk, and emul-linux-x86-java - Secunia Advisories - Vulnerability Informatio
Red Hat update for java-1.6.0-ibm - Advisories - Community

Red Hat update for java-1.6.0-sun - Advisories - Community

HP-UX update for JRE / JDK - Advisories - Community

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities

IBM X-Force Exchange

SecurityFocus

#254611: Multiple Security Vulnerabilities in Java Plug-in May Allow Privileges to be Escalated

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilites

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH



https://cve.report/
https://cve.report/CVE-2009-1107/mitre
https://cve.report/CVE-2009-1107/nist
https://cve.report/CVE-2009-1107/cve_org
https://cve.report/api/cve/CVE-2009-1107.json
https://cve.report/CVE-2009-1107.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/java
http://cve.report/vendor/sun
http://cve.report/software/sun/java
http://www.redhat.com/support/errata/RHSA-2009-0394.html
http://secunia.com/advisories/37386
http://secunia.com/advisories/36185
http://secunia.com/advisories/34496
http://secunia.com/advisories/35255
http://secunia.com/advisories/37460
http://www.securityfocus.com/bid/34240
https://exchange.xforce.ibmcloud.com/vulnerabilities/49460
http://www.securityfocus.com/archive/1/507985/100/0/threaded
http://sunsolve.sun.com/search/document.do?assetkey=1-66-254611-1
http://security.gentoo.org/glsa/glsa-200911-02.xml
http://www.vupen.com/english/advisories/2009/3316

Support

Red Hat update for java-1.5.0-ibm - Advisories - Community

ASA-2009-108 (RHSA-2009-0392)

[security-announce] SUSE Security Announcement: IBM Java 6 (SUSE-SA:2009
SecurityTracker.com Archives - Java Plug-in Bugs Lets Remote Users Gain Privileges
Red Hat update for java-1.5.0-sun - Advisories - Community

Repository / Oval Repository

SUSE Update for Multiple Packages - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[security-announce] SUSE Security Announcement: Sun Java (SUSE-SA:2009:0
SSRT090058

#125139-14: JavaSE for business 6_x86: update 13 patch (equivalent to JDK 6u13), 64bit
HPSBUX02429

rhn.redhat.com | Red Hat Support

VMSA-2009-0016.1

rhn.redhat.com | Red Hat Support

ASA-2009-109 (RHSA-2009-0394)

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/35156
http://support.avaya.com/elmodocs2/security/ASA-2009-108.htm
http://lists.opensuse.org/opensuse-security-announce/2009-07/msg00001.html
http://www.securitytracker.com/id?1021920
http://secunia.com/advisories/34495
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6585
http://secunia.com/advisories/35416
http://www.vupen.com/english/advisories/2009/1426
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00001.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01745133
http://sunsolve.sun.com/search/document.do?assetkey=1-21-125139-14-1
http://marc.info/?l=bugtraq&m=124344236532162&w=2
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http://www.vmware.com/security/advisories/VMSA-2009-0016.html
https://rhn.redhat.com/errata/RHSA-2009-1198.html
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