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CVE CVE-2009-1136
State PUBLIC
Assigner secure@microsoft.com
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2018-10-12 21:51:00 UTC

CVE Program / NVD first with legacy fallback

The Microsoft Office Web Components Spreadsheet ActiveX control (aka OWC10 or OWC11), as distributed in Office XP &

Risk And Classification

1|

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Product

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Isa Server

Office

Office

Office

Office

Office Web Components
Office Web Components

Office Web Components

Version

2004

2004

2006

2006

2006

2004

2004

2006

2006

2006

2003

2003

2003

2003

2003

2003

Xp

Update

sp3

sp3

All

spi
supportability
sp3

sp3

All

sp1
supportability
All

sp3

All

sp3

sp1

sp3

sp3

Edition

enterprise

standard

All

All

All

enterprise

standard

All

All

All
small_business_accounting_2006
All
small_business_accounting_2006
All

2007_microsoft_office

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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Application ~ Microsoft ~ Office Web Components 2003 spi 2007_microsoft_office
Application  Microsoft ~ Office Web Components 2003 sp3 All
Application  Microsoft ~ Office Web Components Xp sp3 All
Application  Microsoft ~ Office Xp sp3 All All
Application  Microsoft  Office Xp sp3 All All
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Your request has been blocked. This could be due to several reasons.

Repository / Oval Repository

The Microsoft Security Response Center (MSRC) : Microsoft Security Advisory 973472 Released
Vulnerability in Microsoft Office Web Components Control Could Allow Remote Code Execution
Microsoft Security Bulletin MS09-043 - Critical | Microsoft Docs
trac.metasploit.com/browser/framework3/trunk/modules/exploits/windows/browser/owc...

US-CERT Technical Cyber Security Alert TA09-223A -- Microsoft Updates for Multiple Vulnerabilities
xeye.us

Security Research & Defense : More information about the Office Web Components ActiveX vulnerability
CVE Program record

NVD vulnerability detail

/]

Source

CONFIRM

OVAL

CONFIRM

MISC

MS

MISC

CERT

MISC

CONFIRM

CVE.ORG

NVD

Link
www.microsoft.com
oval.cisecurity.org
blogs.technet.com
isc.sans.org
docs.microsoft.com
trac.metasploit.com
www.us-cert.gov
xeye.us
blogs.technet.com
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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