CVE-2009-1149
Published on: 03/26/2009 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:27 PM UTC

CVE-2009-1149

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCPIPAP Certain versions of Phpmyadmin from Phpmyadmin contain the
’ following vulnerability:

CRLF injection vulnerability in bs_disp_as_mime_type.php in the
BLOB streaming feature in phpMyAdmin before 3.1.3.1 allows remote
attackers to inject arbitrary HTTP headers and conduct HTTP response
splitting attacks via the (1) c_type and possibly (2) file_type
parameters.

CVE-2009-1149 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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Application Phpmyadmin Phpmyadmin All All All All

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.0:":*:*:**:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.0.0:":*: "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.1:%:* "%

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.2:%:*: "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.2:rc1:*: """

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.0:*:* "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.0.0:*:*:***:*:*:

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.1:** "

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.1:rc1:*: %"

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.2:%:* %"

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.2:rc1:*: " ™

cpe:2.3:a:phpmyadmin:phpmyadmin:3.1.3:rc1:* " ™

cpe:2.3:a:phpmyadmin:phpmyadmin:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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