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Summary

CVE CVE-2009-1155

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-09 15:08:00 UTC

Updated 2009-04-28 05:39:00 UTC

Description Cisco Adaptive Security Appliances (ASA) 5500 Series and PIX Security Appliances 7.1(1) through 7.1(2)82, 7.2 before 7.2(4)27, 8.0 before 8.0(4)25, and 8.1 before 8.1(2)15, when AAA override-account-disable is entered in a general-attributes field, allow remote attackers to bypass authentication and establish a VPN session to an ASA device via unspecified vectors.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Adaptive Security Appliance 5500 7.1 All All All

Hardware Cisco Adaptive Security Appliance 5500 7.2 All All All

Hardware Cisco Adaptive Security Appliance 5500 8.0 All All All

Hardware Cisco Adaptive Security Appliance 5500 8.1 All All All

Hardware Cisco Adaptive Security Appliance 5500 7.1 All All All

Hardware Cisco Adaptive Security Appliance 5500 7.2 All All All

Hardware Cisco Adaptive Security Appliance 5500 8.0 All All All

Hardware Cisco Adaptive Security Appliance 5500 8.1 All All All

Hardware Cisco Pix 7.1 All All All

Hardware Cisco Pix 7.2 All All All

Hardware Cisco Pix 8.0 All All All

Hardware Cisco Pix 8.1 All All All

Hardware Cisco Pix 7.1 All All All

Hardware Cisco Pix 7.2 All All All

Hardware Cisco Pix 8.0 All All All

Hardware Cisco Pix 8.1 All All All
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References

Reference

Cisco PIX and ASA Multiple Denial of Service, ACL Bypass, and Authentication Bypass Vulnerabilities

Cisco Security Advisory: Multiple Vulnerabilities in Cisco ASA Adaptive Security Appliance and Cisco PIX Security Appliances  [Products & Services] - Cisco Systems

Cisco ASA account-override-ignore Bug Lets Remote Users Bypass VPN Authentication - SecurityTracker

53441

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Cisco ASA and PIX Multiple Vulnerabilities - Advisories - Community

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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