
CVE-2009-1164
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2009-1164

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-29 17:30:00 UTC

Updated 2009-08-07 05:20:00 UTC

Description The administrative web interface on the Cisco Wireless LAN Controller (WLC) platform 4.2 before 4.2.205.0 and 5.x before 5.2.178.0, as used in Cisco 1500 Series, 2000 Series, 2100 Series, 4100 Series, 4200 Series, and 4400 Series Wireless Services Modules (WiSM), WLC Modules for Integrated Services Routers, and Catalyst 3750G Integrated Wireless LAN Controllers, allows remote attackers to cause a denial of service (device reload) via a malformed response to a (1) HTTP or (2) HTTPS authentication request, aka Bug ID CSCsx03715.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Catalyst 3750g All All All All

Hardware Cisco Catalyst 3750g All All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 1500 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.1 All All All
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Hardware Cisco Cisco 2000 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 2000 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 2100 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4100 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4200 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.2 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 4.2 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.0 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.1 All All All

Hardware Cisco Cisco 4400 Wireless Lan Controller 5.2 All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Cisco Security Advisory: Multiple Vulnerabilities in Cisco Wireless LAN Controllers - Cisco Systems CISCO www.cisco.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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