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CVE CVE-2009-1169
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-27 00:30:00 UTC
Updated 2017-09-29 01:34:00 UTC
Description The txMozillaXSLTProcessor::TransformToDoc function in Mozilla Firefox before 3.0.8 and SeaMonkey before 1.1.16 allow

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
Application Mozilla Firefox 0.7.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
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Applicaton viozina FIretox 3.U.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0beta5 All All All
Application Mozilla Firefox All All All All
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Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mozilla Firefox XSL Parsing 'root' XML Tag Remote Memory Corruption Vulnerability

Exploit code sends Mozilla scrambling to fix Firefox | Zero Day | ZDNet.com

Red Hat update for firefox - Secunia.com

Security Alerts - Secunia

[security-announce] SUSE Security Announcement: Mozilla Firefox 2 (SUSE-

Mozilla Firefox Two Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

[SECURITY] Fedora 9 Update: seamonkey-1.1.15-3.fc9

MFSA 2009-12: XSL Transformation vulnerability

460090 — Firefox crashes (segfault) on attempting to view XSL Transform (xml file with linked xsl) [ txMozillaXSLTProcessor::TransformToDoc
Mozilla Firefox XML Stylesheet Transformation Bug Lets Remote Users Execute Arbitrary Code - Security Tracker
Mozilla Firefox XSL Parsing Remote Memory Corruption PoC Oday

Bug 485217 — Exploitable crash in [@txMozillaXSLTProcessor:: TransformToDoc ]

485286 — XSLT should heap allocate all evalContexts

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.8-1.fc9

[security-announce] SUSE Security Announcement: Mozilla Firefox 3 (SUSE-

USN-745-1: Firefox and Xulrunner vulnerabilities | Ubuntu

ASA-2009-113 (RHSA-2009-0397)

SeaMonkey XSLT Processing Invalid Evaluation Context Weakness - Secunia Advisories - Vulnerability Information - Secunia.com
SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com

IBM X-Force Exchange

Debian -- Security Information -- DSA-1756-1 xulrunner

Repository / Oval Repository

Fedora update for firefox and xulrunner - Secunia.com

Avaya Products Mozilla Firefox Two Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 10 Update: firefox-3.0.8-1.fc10
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Security Advisory SA34549 - Debian update for xulrunner - Secunia
Ubuntu update for firefox, firefox-3.0, and xulrunner-1.9 - Secunia.com
Support / Security / Advisories / / MDVSA-2009:084 | Mandriva

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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