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Summary

CVE CVE-2009-1173

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-31 14:09:00 UTC

Updated 2014-10-24 05:37:00 UTC

Description IBM WebSphere Application Server (WAS) 7.0 before 7.0.0.3 uses weak permissions (777) for files associated with unspecified "interim fixes," which allows attackers to modify files that would not have been accessible if the intended 755 permissions were used.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Websphere Application Server 7.0 All All All

Application Ibm Websphere Application Server 7.0.0.1 All All All

Application Ibm Websphere Application Server 7.0 All All All

Application Ibm Websphere Application Server 7.0.0.1 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM Fix list for IBM WebSphere Application Server V7.0 - United States CONFIRM www-01.ibm.com

IBM WebSphere Application Server Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

504 Gateway Time-out BID www.securityfocus.com

IBM notice: The page you requested cannot be displayed AIXAPAR www-01.ibm.com

IBM PK82988: SHIP APAR FIXES FOR H28W700 FIX PACK 7.0.0.3. AIXAPAR www-01.ibm.com

IBM WebSphere Application Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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