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Summary

CVE CVE-2009-1182

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-23 17:30:00 UTC

Updated 2019-03-06 16:30:00 UTC

Description Multiple buffer overflows in the JBIG2 MMR decoder in Xpdf 3.02pl2 and earlier, CUPS 1.3.9 and earlier, Poppler before 0.10.6, and other products allow remote attackers to execute arbitrary code via a crafted PDF file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Cups 1.1 All All All

Application Apple Cups 1.1.1 All All All

Application Apple Cups 1.1.10 All All All

Application Apple Cups 1.1.10-1 All All All

Application Apple Cups 1.1.11 All All All

Application Apple Cups 1.1.12 All All All

Application Apple Cups 1.1.13 All All All

Application Apple Cups 1.1.14 All All All

Application Apple Cups 1.1.15 All All All

Application Apple Cups 1.1.16 All All All

Application Apple Cups 1.1.17 All All All

Application Apple Cups 1.1.18 All All All

Application Apple Cups 1.1.19 All All All

Application Apple Cups 1.1.19 rc1 All All

Application Apple Cups 1.1.19 rc2 All All

Application Apple Cups 1.1.19 rc3 All All

Application Apple Cups 1.1.19 rc4 All All
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Application Apple Cups 1.1.19 rc4 All All

Application Apple Cups 1.1.19 rc5 All All

Application Apple Cups 1.1.2 All All All

Application Apple Cups 1.1.20 All All All

Application Apple Cups 1.1.20 rc1 All All

Application Apple Cups 1.1.20 rc2 All All

Application Apple Cups 1.1.20 rc3 All All

Application Apple Cups 1.1.20 rc4 All All

Application Apple Cups 1.1.20 rc5 All All

Application Apple Cups 1.1.20 rc6 All All

Application Apple Cups 1.1.21 All All All

Application Apple Cups 1.1.21 rc1 All All

Application Apple Cups 1.1.21 rc2 All All

Application Apple Cups 1.1.22 All All All

Application Apple Cups 1.1.22 rc1 All All

Application Apple Cups 1.1.22 rc2 All All

Application Apple Cups 1.1.23 All All All

Application Apple Cups 1.1.23 rc1 All All

Application Apple Cups 1.1.3 All All All

Application Apple Cups 1.1.4 All All All

Application Apple Cups 1.1.5 All All All

Application Apple Cups 1.1.5-1 All All All

Application Apple Cups 1.1.5-2 All All All

Application Apple Cups 1.1.6 All All All

Application Apple Cups 1.1.6-1 All All All

Application Apple Cups 1.1.6-2 All All All

Application Apple Cups 1.1.6-3 All All All

Application Apple Cups 1.1.7 All All All

Application Apple Cups 1.1.8 All All All

Application Apple Cups 1.1.9 All All All

Application Apple Cups 1.1.9-1 All All All

Application Apple Cups 1.2.0 All All All

Application Apple Cups 1.2.1 All All All

Application Apple Cups 1.2.10 All All All

Application Apple Cups 1.2.11 All All All

Application Apple Cups 1.2.12 All All All
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Application Apple Cups 1.2.2 All All All

Application Apple Cups 1.2.3 All All All

Application Apple Cups 1.2.4 All All All

Application Apple Cups 1.2.5 All All All

Application Apple Cups 1.2.6 All All All

Application Apple Cups 1.2.7 All All All

Application Apple Cups 1.2.8 All All All

Application Apple Cups 1.2.9 All All All

Application Apple Cups 1.3.0 All All All

Application Apple Cups 1.3.1 All All All

Application Apple Cups 1.3.10 All All All

Application Apple Cups 1.3.11 All All All

Application Apple Cups 1.3.2 All All All

Application Apple Cups 1.3.3 All All All

Application Apple Cups 1.3.4 All All All

Application Apple Cups 1.3.5 All All All

Application Apple Cups 1.3.6 All All All

Application Apple Cups 1.3.7 All All All

Application Apple Cups 1.3.8 All All All

Application Apple Cups 1.1 All All All

Application Apple Cups 1.1.1 All All All

Application Apple Cups 1.1.10 All All All

Application Apple Cups 1.1.10-1 All All All

Application Apple Cups 1.1.11 All All All

Application Apple Cups 1.1.12 All All All

Application Apple Cups 1.1.13 All All All

Application Apple Cups 1.1.14 All All All

Application Apple Cups 1.1.15 All All All

Application Apple Cups 1.1.16 All All All

Application Apple Cups 1.1.17 All All All

Application Apple Cups 1.1.18 All All All

Application Apple Cups 1.1.19 All All All

Application Apple Cups 1.1.19 rc1 All All

Application Apple Cups 1.1.19 rc2 All All

Application Apple Cups 1.1.19 rc3 All All

Application Apple Cups 1.1.19 rc4 All All
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Application Apple Cups 1.1.19 rc4 All All

Application Apple Cups 1.1.19 rc5 All All

Application Apple Cups 1.1.2 All All All

Application Apple Cups 1.1.20 All All All

Application Apple Cups 1.1.20 rc1 All All

Application Apple Cups 1.1.20 rc2 All All

Application Apple Cups 1.1.20 rc3 All All

Application Apple Cups 1.1.20 rc4 All All

Application Apple Cups 1.1.20 rc5 All All

Application Apple Cups 1.1.20 rc6 All All

Application Apple Cups 1.1.21 All All All

Application Apple Cups 1.1.21 rc1 All All

Application Apple Cups 1.1.21 rc2 All All

Application Apple Cups 1.1.22 All All All

Application Apple Cups 1.1.22 rc1 All All

Application Apple Cups 1.1.22 rc2 All All

Application Apple Cups 1.1.23 All All All

Application Apple Cups 1.1.23 rc1 All All

Application Apple Cups 1.1.3 All All All

Application Apple Cups 1.1.4 All All All

Application Apple Cups 1.1.5 All All All

Application Apple Cups 1.1.5-1 All All All

Application Apple Cups 1.1.5-2 All All All

Application Apple Cups 1.1.6 All All All

Application Apple Cups 1.1.6-1 All All All

Application Apple Cups 1.1.6-2 All All All

Application Apple Cups 1.1.6-3 All All All

Application Apple Cups 1.1.7 All All All

Application Apple Cups 1.1.8 All All All

Application Apple Cups 1.1.9 All All All

Application Apple Cups 1.1.9-1 All All All

Application Apple Cups 1.2.0 All All All

Application Apple Cups 1.2.1 All All All

Application Apple Cups 1.2.10 All All All

Application Apple Cups 1.2.11 All All All

Application Apple Cups 1.2.12 All All All
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Application Apple Cups 1.2.2 All All All

Application Apple Cups 1.2.3 All All All

Application Apple Cups 1.2.4 All All All

Application Apple Cups 1.2.5 All All All

Application Apple Cups 1.2.6 All All All

Application Apple Cups 1.2.7 All All All

Application Apple Cups 1.2.8 All All All

Application Apple Cups 1.2.9 All All All

Application Apple Cups 1.3.0 All All All

Application Apple Cups 1.3.1 All All All

Application Apple Cups 1.3.10 All All All

Application Apple Cups 1.3.11 All All All

Application Apple Cups 1.3.2 All All All

Application Apple Cups 1.3.3 All All All

Application Apple Cups 1.3.4 All All All

Application Apple Cups 1.3.5 All All All

Application Apple Cups 1.3.6 All All All

Application Apple Cups 1.3.7 All All All

Application Apple Cups 1.3.8 All All All

Application Apple Cups All All All All

Application Foolabs Xpdf 0.5a All All All

Application Foolabs Xpdf 0.7a All All All

Application Foolabs Xpdf 0.91a All All All

Application Foolabs Xpdf 0.91b All All All

Application Foolabs Xpdf 0.91c All All All

Application Foolabs Xpdf 0.92a All All All

Application Foolabs Xpdf 0.92b All All All

Application Foolabs Xpdf 0.92c All All All

Application Foolabs Xpdf 0.92d All All All

Application Foolabs Xpdf 0.92e All All All

Application Foolabs Xpdf 0.93a All All All

Application Foolabs Xpdf 0.93b All All All

Application Foolabs Xpdf 0.93c All All All

Application Foolabs Xpdf 1.00a All All All

Application Foolabs Xpdf 0.5a All All All
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Application Foolabs Xpdf 0.7a All All All

Application Foolabs Xpdf 0.91a All All All

Application Foolabs Xpdf 0.91b All All All

Application Foolabs Xpdf 0.91c All All All

Application Foolabs Xpdf 0.92a All All All

Application Foolabs Xpdf 0.92b All All All

Application Foolabs Xpdf 0.92c All All All

Application Foolabs Xpdf 0.92d All All All

Application Foolabs Xpdf 0.92e All All All

Application Foolabs Xpdf 0.93a All All All

Application Foolabs Xpdf 0.93b All All All

Application Foolabs Xpdf 0.93c All All All

Application Foolabs Xpdf 1.00a All All All

Application Glyphandcog Xpdfreader 0.2 All All All

Application Glyphandcog Xpdfreader 0.3 All All All

Application Glyphandcog Xpdfreader 0.4 All All All

Application Glyphandcog Xpdfreader 0.5 All All All

Application Glyphandcog Xpdfreader 0.6 All All All

Application Glyphandcog Xpdfreader 0.7 All All All

Application Glyphandcog Xpdfreader 0.80 All All All

Application Glyphandcog Xpdfreader 0.90 All All All

Application Glyphandcog Xpdfreader 0.91 All All All

Application Glyphandcog Xpdfreader 0.92 All All All

Application Glyphandcog Xpdfreader 0.93 All All All

Application Glyphandcog Xpdfreader 1.00 All All All

Application Glyphandcog Xpdfreader 1.01 All All All

Application Glyphandcog Xpdfreader 2.00 All All All

Application Glyphandcog Xpdfreader 2.01 All All All

Application Glyphandcog Xpdfreader 2.02 All All All

Application Glyphandcog Xpdfreader 2.03 All All All

Application Glyphandcog Xpdfreader 3.00 All All All

Application Glyphandcog Xpdfreader 3.01 All All All

Application Glyphandcog Xpdfreader 0.2 All All All

Application Glyphandcog Xpdfreader 0.3 All All All

Application Glyphandcog Xpdfreader 0.4 All All All

Application Glyphandcog Xpdfreader 0.5 All All All
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Application Glyphandcog Xpdfreader 0.5 All All All

Application Glyphandcog Xpdfreader 0.6 All All All

Application Glyphandcog Xpdfreader 0.7 All All All

Application Glyphandcog Xpdfreader 0.80 All All All

Application Glyphandcog Xpdfreader 0.90 All All All

Application Glyphandcog Xpdfreader 0.91 All All All

Application Glyphandcog Xpdfreader 0.92 All All All

Application Glyphandcog Xpdfreader 0.93 All All All

Application Glyphandcog Xpdfreader 1.00 All All All

Application Glyphandcog Xpdfreader 1.01 All All All

Application Glyphandcog Xpdfreader 2.00 All All All

Application Glyphandcog Xpdfreader 2.01 All All All

Application Glyphandcog Xpdfreader 2.02 All All All

Application Glyphandcog Xpdfreader 2.03 All All All

Application Glyphandcog Xpdfreader 3.00 All All All

Application Glyphandcog Xpdfreader 3.01 All All All

Application Glyphandcog Xpdfreader All All All All

Application Poppler Poppler 0.1 All All All

Application Poppler Poppler 0.1.1 All All All

Application Poppler Poppler 0.1.2 All All All

Application Poppler Poppler 0.10.0 All All All

Application Poppler Poppler 0.10.1 All All All

Application Poppler Poppler 0.10.2 All All All

Application Poppler Poppler 0.10.3 All All All

Application Poppler Poppler 0.10.4 All All All

Application Poppler Poppler 0.2.0 All All All

Application Poppler Poppler 0.3.0 All All All

Application Poppler Poppler 0.3.1 All All All

Application Poppler Poppler 0.3.2 All All All

Application Poppler Poppler 0.3.3 All All All

Application Poppler Poppler 0.4.0 All All All

Application Poppler Poppler 0.4.1 All All All

Application Poppler Poppler 0.4.2 All All All

Application Poppler Poppler 0.4.3 All All All

Application Poppler Poppler 0.4.4 All All All

Application Poppler Poppler 0.5.0 All All All
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Application Poppler Poppler 0.5.1 All All All

Application Poppler Poppler 0.5.2 All All All

Application Poppler Poppler 0.5.3 All All All

Application Poppler Poppler 0.5.4 All All All

Application Poppler Poppler 0.5.9 All All All

Application Poppler Poppler 0.5.90 All All All

Application Poppler Poppler 0.5.91 All All All

Application Poppler Poppler 0.6.0 All All All

Application Poppler Poppler 0.6.1 All All All

Application Poppler Poppler 0.6.2 All All All

Application Poppler Poppler 0.6.3 All All All

Application Poppler Poppler 0.6.4 All All All

Application Poppler Poppler 0.7.0 All All All

Application Poppler Poppler 0.7.1 All All All

Application Poppler Poppler 0.7.2 All All All

Application Poppler Poppler 0.7.3 All All All

Application Poppler Poppler 0.8.0 All All All

Application Poppler Poppler 0.8.1 All All All

Application Poppler Poppler 0.8.2 All All All

Application Poppler Poppler 0.8.3 All All All

Application Poppler Poppler 0.8.4 All All All

Application Poppler Poppler 0.8.5 All All All

Application Poppler Poppler 0.8.6 All All All

Application Poppler Poppler 0.8.7 All All All

Application Poppler Poppler 0.9.0 All All All

Application Poppler Poppler 0.9.1 All All All

Application Poppler Poppler 0.9.2 All All All

Application Poppler Poppler 0.9.3 All All All

Application Poppler Poppler All All All All

Application Poppler Poppler 0.1 All All All

Application Poppler Poppler 0.1.1 All All All

Application Poppler Poppler 0.1.2 All All All

Application Poppler Poppler 0.10.0 All All All

Application Poppler Poppler 0.10.1 All All All

Application Poppler Poppler 0.10.2 All All All
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Application Poppler Poppler 0.10.3 All All All

Application Poppler Poppler 0.10.4 All All All

Application Poppler Poppler 0.2.0 All All All

Application Poppler Poppler 0.3.0 All All All

Application Poppler Poppler 0.3.1 All All All

Application Poppler Poppler 0.3.2 All All All

Application Poppler Poppler 0.3.3 All All All

Application Poppler Poppler 0.4.0 All All All

Application Poppler Poppler 0.4.1 All All All

Application Poppler Poppler 0.4.2 All All All

Application Poppler Poppler 0.4.3 All All All

Application Poppler Poppler 0.4.4 All All All

Application Poppler Poppler 0.5.0 All All All

Application Poppler Poppler 0.5.1 All All All

Application Poppler Poppler 0.5.2 All All All

Application Poppler Poppler 0.5.3 All All All

Application Poppler Poppler 0.5.4 All All All

Application Poppler Poppler 0.5.9 All All All

Application Poppler Poppler 0.5.90 All All All

Application Poppler Poppler 0.5.91 All All All

Application Poppler Poppler 0.6.0 All All All

Application Poppler Poppler 0.6.1 All All All

Application Poppler Poppler 0.6.2 All All All

Application Poppler Poppler 0.6.3 All All All

Application Poppler Poppler 0.6.4 All All All

Application Poppler Poppler 0.7.0 All All All

Application Poppler Poppler 0.7.1 All All All

Application Poppler Poppler 0.7.2 All All All

Application Poppler Poppler 0.7.3 All All All

Application Poppler Poppler 0.8.0 All All All

Application Poppler Poppler 0.8.1 All All All

Application Poppler Poppler 0.8.2 All All All

Application Poppler Poppler 0.8.3 All All All

Application Poppler Poppler 0.8.4 All All All

Application Poppler Poppler 0.8.5 All All All

Application Poppler Poppler 0.8.6 All All All
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Application Poppler Poppler 0.8.6 All All All

Application Poppler Poppler 0.8.7 All All All

Application Poppler Poppler 0.9.0 All All All

Application Poppler Poppler 0.9.1 All All All

Application Poppler Poppler 0.9.2 All All All

Application Poppler Poppler 0.9.3 All All All
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