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CVE

State

Assigner
Source Priority
Published
Updated
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/

CVE-2009-1185
PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2009-04-17 14:30:00 UTC

2023-02-13 02:19:00 UTC

udev before 1.4.1 does not verify whether a NETLINK message originates from kernel space, which allows local users to g¢

Risk And Classification
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Problem Types: CWE-346
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http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/udev_project
http://cve.report/software/udev_project/udev
http://secunia.com/advisories/35766
http://secunia.com/advisories/34753
http://secunia.com/advisories/34787
http://secunia.com/advisories/34731
http://www.securityfocus.com/bid/34536
http://git.kernel.org/?p=linux/hotplug/udev.git;a=commitdiff;h=e86a923d508c2aed371cdd958ce82489cf2ab615
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00463.html
http://git.kernel.org/?p=linux/hotplug/udev.git%253Ba=commitdiff%253Bh=e86a923d508c2aed371cdd958ce82489cf2ab615
http://www.securitytracker.com/id?1022067
http://wiki.rpath.com/Advisories:rPSA-2009-0063
http://www.debian.org/security/2009/dsa-1772
http://secunia.com/advisories/34776
https://launchpad.net/bugs/cve/2009-1185
https://access.redhat.com/errata/RHSA-2009:0427
http://git.kernel.org/?p=linux/hotplug/udev.git%253Ba=commitdiff%253Bh=e2b362d9f23d4c63018709ab5f81a02f72b91e75
http://git.kernel.org/?p=linux/hotplug/udev.git;a=commitdiff;h=e2b362d9f23d4c63018709ab5f81a02f72b91e75
https://bugzilla.redhat.com/show_bug.cgi?id=495051
https://www.exploit-db.com/exploits/8572
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00462.html
http://www.redhat.com/support/errata/RHSA-2009-0427.html
http://www.mandriva.com/security/advisories?name=MDVSA-2009:104
http://www.ubuntu.com/usn/usn-758-1
http://www.securityfocus.com/archive/1/502752/100/0/threaded
http://www.securityfocus.com/archive/1/504849/100/0/threaded
http://www.vupen.com/english/advisories/2009/1053

Slackware update for udev - Secunia.com SECUNIA secuni
Ubuntu update for udev - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunii
Advisories:rPSA-2009-0063 - rPath Wiki MISC wiki.rpi
access.redhat.com | CVE-2009-1185 MISC access
Gentoo Linux Documentation -- udev: Multiple vulnerabilities GENTOO WWWw.g
Gentoo update for udev - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunii
VMSA-2009-0009 CONFIRM WWW.V
Repository / Oval Repository OVAL oval.cit
[security-announce] SUSE Security Announcement: udev local privilege esc SUSE lists.op
The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackw
[security-announce] SUSE Security Announcement: udev local root exploit SUSE lists.op
[Security-announce] VMSA-2009-0009 ESX Service Console updates for udev, sudo, and curl MLIST lists.vn
Support / Security / Advisories / / MDVSA-2009:103 | Mandriva MANDRIVA WWW.IT
Webmail - OVH VUPEN WWW.V
Fedora update for udev - Secunia.com SECUNIA secunii
Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM Kb.juni|
2015-07 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks CONFIRM kb.junil
Repository / Oval Repository OVAL oval.cit
CVE Program record CVE.ORG WWW.C
NVD vulnerability detail NVD nvd.nis
4] | ol

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-04-20 Tomas Hoger This issue has been fixed in Red Hat Enterprise Linux 5 via https://rhn.redhat.com/errata/RHS/

|

4] |

There are currently no legacy QID mappings associated with this CVE.
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