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Summary

CVE CVE-2009-1189

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-27 18:00:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description The _dbus_validate_signature_with_reason function (dbus-marshal-validate.c) in D-Bus (aka DBus) before 1.2.14 uses incorrect logic to validate a basic type, which allows remote attackers to spoof a signature via a crafted key. NOTE: this is due to an incorrect fix for CVE-2008-3834.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Dbus 0.1 All All All

Application Freedesktop Dbus 0.10 All All All

Application Freedesktop Dbus 0.11 All All All

Application Freedesktop Dbus 0.12 All All All

Application Freedesktop Dbus 0.13 All All All

Application Freedesktop Dbus 0.2 All All All

Application Freedesktop Dbus 0.20 All All All

Application Freedesktop Dbus 0.21 All All All

Application Freedesktop Dbus 0.22 All All All

Application Freedesktop Dbus 0.23 All All All

Application Freedesktop Dbus 0.23.1 All All All

Application Freedesktop Dbus 0.23.2 All All All

Application Freedesktop Dbus 0.23.3 All All All

Application Freedesktop Dbus 0.3 All All All

Application Freedesktop Dbus 0.31 All All All

Application Freedesktop Dbus 0.32 All All All

Application Freedesktop Dbus 0.33 All All All
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Application Freedesktop Dbus 0.33 All All All

Application Freedesktop Dbus 0.34 All All All

Application Freedesktop Dbus 0.35 All All All

Application Freedesktop Dbus 0.35.1 All All All

Application Freedesktop Dbus 0.35.2 All All All

Application Freedesktop Dbus 0.36 All All All

Application Freedesktop Dbus 0.36.1 All All All

Application Freedesktop Dbus 0.36.2 All All All

Application Freedesktop Dbus 0.4 All All All

Application Freedesktop Dbus 0.5 All All All

Application Freedesktop Dbus 0.50 All All All

Application Freedesktop Dbus 0.6 All All All

Application Freedesktop Dbus 0.60 All All All

Application Freedesktop Dbus 0.61 All All All

Application Freedesktop Dbus 0.62 All All All

Application Freedesktop Dbus 0.7 All All All

Application Freedesktop Dbus 0.8 All All All

Application Freedesktop Dbus 0.9 All All All

Application Freedesktop Dbus 0.90 All All All

Application Freedesktop Dbus 0.91 All All All

Application Freedesktop Dbus 0.92 All All All

Application Freedesktop Dbus 1.0 All All All

Application Freedesktop Dbus 1.0 rc1 All All

Application Freedesktop Dbus 1.0 rc2 All All

Application Freedesktop Dbus 1.0 rc3 All All

Application Freedesktop Dbus 1.0.2 All All All

Application Freedesktop Dbus 1.1.0 All All All

Application Freedesktop Dbus 1.1.1 All All All

Application Freedesktop Dbus 1.1.2 All All All

Application Freedesktop Dbus 1.1.20 All All All

Application Freedesktop Dbus 1.1.4 All All All

Application Freedesktop Dbus 1.2.1 All All All

Application Freedesktop Dbus 0.1 All All All

Application Freedesktop Dbus 0.10 All All All

Application Freedesktop Dbus 0.11 All All All

Application Freedesktop Dbus 0.12 All All All
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Application Freedesktop Dbus 0.13 All All All

Application Freedesktop Dbus 0.2 All All All

Application Freedesktop Dbus 0.20 All All All

Application Freedesktop Dbus 0.21 All All All

Application Freedesktop Dbus 0.22 All All All

Application Freedesktop Dbus 0.23 All All All

Application Freedesktop Dbus 0.23.1 All All All

Application Freedesktop Dbus 0.23.2 All All All

Application Freedesktop Dbus 0.23.3 All All All

Application Freedesktop Dbus 0.3 All All All

Application Freedesktop Dbus 0.31 All All All

Application Freedesktop Dbus 0.32 All All All

Application Freedesktop Dbus 0.33 All All All

Application Freedesktop Dbus 0.34 All All All

Application Freedesktop Dbus 0.35 All All All

Application Freedesktop Dbus 0.35.1 All All All

Application Freedesktop Dbus 0.35.2 All All All

Application Freedesktop Dbus 0.36 All All All

Application Freedesktop Dbus 0.36.1 All All All

Application Freedesktop Dbus 0.36.2 All All All

Application Freedesktop Dbus 0.4 All All All

Application Freedesktop Dbus 0.5 All All All

Application Freedesktop Dbus 0.50 All All All

Application Freedesktop Dbus 0.6 All All All

Application Freedesktop Dbus 0.60 All All All

Application Freedesktop Dbus 0.61 All All All

Application Freedesktop Dbus 0.62 All All All

Application Freedesktop Dbus 0.7 All All All

Application Freedesktop Dbus 0.8 All All All

Application Freedesktop Dbus 0.9 All All All

Application Freedesktop Dbus 0.90 All All All

Application Freedesktop Dbus 0.91 All All All

Application Freedesktop Dbus 0.92 All All All

Application Freedesktop Dbus 1.0 All All All

Application Freedesktop Dbus 1.0 rc1 All All

Application Freedesktop Dbus 1.0 rc2 All All
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Application Freedesktop Dbus 1.0 rc2 All All

Application Freedesktop Dbus 1.0 rc3 All All

Application Freedesktop Dbus 1.0.2 All All All

Application Freedesktop Dbus 1.1.0 All All All

Application Freedesktop Dbus 1.1.1 All All All

Application Freedesktop Dbus 1.1.2 All All All

Application Freedesktop Dbus 1.1.20 All All All

Application Freedesktop Dbus 1.1.4 All All All

Application Freedesktop Dbus 1.2.1 All All All

Application Freedesktop Dbus All All All All

References

Reference Source

Repository / Oval Repository OVAL

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

USN-799-1: D-Bus vulnerability | Ubuntu security notices UBUNTU

Red Hat Customer Portal REDHAT

IBM X-Force Exchange XF

D-Bus 'dbus_signature_validate()' Type Signature Denial of Service Vulnerability BID

Ubuntu update for dbus - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

VMware vMA Update for Multiple Packages - Advisories - Community SECUNIA

Bug 17803 – Panic from dbus_signature_validate (CVE-2008-3834, CVE-2009-1189) CONFIRM

D-Bus "_dbus_validate_signature_with_reason()" Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[Security-announce] VMSA-2010-0004 ESX Service Console and vMA third party updates MLIST

oss-security - CVE-2009-1189: invalid fix for CVE-2008-3834 (dbus) MLIST

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM

freedesktop.org - Software/dbus CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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