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Summary

CVE CVE-2009-1207

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-01 10:30:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description Race condition in the dircmp script in Sun Solaris 8 through 10, and OpenSolaris snv_01 through snv_111, allows local users to overwrite arbitrary files, probably involving a symlink attack on temporary files.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_01 All sparc All

Operating System Sun Opensolaris snv_01 All x86 All

Operating System Sun Opensolaris snv_02 All sparc All

Operating System Sun Opensolaris snv_02 All x86 All

Operating System Sun Opensolaris snv_03 All sparc All

Operating System Sun Opensolaris snv_03 All x86 All

Operating System Sun Opensolaris snv_04 All sparc All
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Operating System Sun Opensolaris snv_07 All sparc All

Operating System Sun Opensolaris snv_07 All x86 All

Operating System Sun Opensolaris snv_08 All sparc All

Operating System Sun Opensolaris snv_08 All x86 All

Operating System Sun Opensolaris snv_09 All sparc All
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