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Summary

CVE CVE-2009-1216

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-01 18:00:00 UTC

Updated 2019-04-30 12:34:00 UTC

Description Multiple unspecified vulnerabilities in (1) unlzh.c and (2) unpack.c in the gzip libraries in Microsoft Windows Server 2008, Windows Services for UNIX 3.0 and 3.5, and the Subsystem for UNIX-based Applications (SUA); as used in gunzip, gzip, pack, pcat, and unpack 7.x before 7.0.1701.48, 8.x before 8.0.1969.62, and 9.x before 9.0.3790.2076; allow remote attackers to execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Subsystem For Unix-based Applications All All All All

Application Microsoft Subsystem For Unix-based Applications All All All All

Operating System Microsoft Windows Server 2008 All All All All

Operating System Microsoft Windows Server 2008 All All All All

Application Microsoft Windows Services For Unix 3.0 - std All

Application Microsoft Windows Services For Unix 3.5 All All All

Application Microsoft Windows Services For Unix 3.0 - std All

Application Microsoft Windows Services For Unix 3.5 All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All ultimate All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All ultimate All
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Microsoft Windows Services for UNIX / Subsystem for UNIX-based Applications Multiple Vulnerabilities BID

Error - Office.com MSKB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Windows 2008 / Windows Services for UNIX gzip Libraries Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Windows Services for UNIX Unspecified Bugs in 'unlzh' and 'unpack' Let Users Execute Arbitrary Code - SecurityTracker SECTRACK

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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