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Summary

CVE CVE-2009-1220

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-01 18:30:00 UTC

Updated 2018-10-10 19:35:00 UTC

Description Cross-site scripting (XSS) vulnerability in +webvpn+/index.html in WebVPN on the Cisco Adaptive Security Appliances (ASA) 5520 with software 7.2(4)30 and earlier 7.2 versions including 7.2(2)22, and 8.0(4)28 and earlier 8.0 versions, when clientless mode is enabled, allows remote attackers to inject arbitrary web script or HTML via the Host HTTP header.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Adaptive Security Appliance 5520 All All All

Hardware Cisco Adaptive Security Appliance 5520 All All All

Operating System Cisco Ios 7.2(2)22 All All All

Operating System Cisco Ios 7.2\(2\)22 All All All

Operating System Cisco Ios 7.2\(2\)22 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

SecurityFocus BUGTRAQ www.securityfocus.com

Cisco ASA Appliance WebVPN Cross Site Scripting Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco ASA Input Validation Flaw in Clientless SSL VPN Feature Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.securitytracker.com

Alert Details - Security Center - Cisco Systems CONFIRM tools.cisco.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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