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Summary

CVE CVE-2009-1227

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-02 15:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description ** DISPUTED ** NOTE: this issue has been disputed by the vendor. Buffer overflow in the PKI Web Service in Check Point Firewall-1 PKI Web Service allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a long (1) Authorization or (2) Referer HTTP header to TCP port 18624. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Firewall-1 Pki Web Service - All All All

Application Checkpoint Firewall-1 Pki Web Service - All All All

References

Reference Source Link

Check Point Firewall-1 - PKI Web Service HTTP Header Remote Overflow - Hardware dos Exploit EXPLOIT-DB www.exploit-db.com

[Unconfirmed] Check Point FireWall-1 Buffer Overflow in PKI Web Service Has Unspecified Impact - SecurityTracker SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

20090330 Check Point Firewall-1 PKI Web Service HTTP Header Remote Overflow FULLDISC archives.neohapsis.com

RETIRED: Check Point FireWall-1 PKI Web Service Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Check Point 2009-04-07 Check Point Security Alert Team has analyzed this report. We’ve tried to reproduce the attack on all VPN-1 versions from NG FP2 and above with and without HFAs. The issue was not reproduced. We have conducted a thorough analysis of the relevant code and verified that we are secure against this attack. We consider this attack to pose no risk to Check Point customers. Check Point Security Alert Team
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There are currently no legacy QID mappings associated with this CVE.
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