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Certain versions of Db2 from Ibm contain the following vulnerability:

IBM DB2 9.1 before FP7 returns incorrect query results in certain
situations related to the order of application of an INNER JOIN
predicate and an OUTER JOIN predicate, which might allow attackers
to obtain sensitive information via a crafted query.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2009-0912

IBM notice: The page you requested cannot be displayed Patch

Vendor Advisory

www-01.ibm.com

text/html

Inactive Link Not Archived

 CONFIRM www-
01.ibm.com/support/docview.wss?
uid=swg21381257

IBM JR31886: A QUERY MAY RETURN INCORRECT RESULTS
WHEN ITS OUTER JOIN OPERATOR IS EXPECTED TO OUTPUT AT
MOST ONE ROW.

Patch

www-01.ibm.com

text/html

 AIXAPAR JR31886

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF db2-predicate-information-
disclosure(49864)

CVE-2009-1239 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2009-1239/mitre
https://cve.report/CVE-2009-1239/nist
https://cve.report/CVE-2009-1239/cve_org
https://cve.report/CVE-2009-1239.pdf
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2009/0912
http://www-01.ibm.com/support/docview.wss?uid=swg21381257
http://www-01.ibm.com/support/docview.wss?uid=swg1JR31886
https://exchange.xforce.ibmcloud.com/vulnerabilities/49864


By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.1 All All All

Application Ibm Db2 9.1 All connect_server All

Application Ibm Db2 9.1 All enterprise_server All

Application Ibm Db2 9.1 All express_server All

Application Ibm Db2 9.1 All personal All

Application Ibm Db2 9.1 All workgroup_server All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp1 unix All

Application Ibm Db2 9.1 fp1 windows All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp3a All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp4a All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 All All All

Application Ibm Db2 9.1 All connect_server All

Application Ibm Db2 9.1 All enterprise_server All

Application Ibm Db2 9.1 All express_server All

Application Ibm Db2 9.1 All personal All

Application Ibm Db2 9.1 All workgroup_server All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp1 unix All

Application Ibm Db2 9.1 fp1 windows All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp3a All All
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Application Ibm Db2 9.1 fp3a All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp4a All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 All fp6a All All

cpe:2.3:a:ibm:db2:9.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:connect_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:enterprise_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:express_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:personal:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:workgroup_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp1:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp1:unix:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp1:windows:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp2:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp3:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp3a:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp4:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp4a:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp5:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp6:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:connect_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:enterprise_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:express_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:personal:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:*:workgroup_server:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp1:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp1:unix:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:ibm:db2:9.1:fp1:windows:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp2:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp3:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp3a:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp4:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp4a:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp5:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:9.1:fp6:*:*:*:*:*:*:

cpe:2.3:a:ibm:db2:*:fp6a:*:*:*:*:*:*:
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