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Summary

CVE CVE-2009-1264

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-07 23:30:00 UTC

Updated 2009-04-08 04:00:00 UTC

Description Frontend User Registration (sr_feuser_register) extension 2.5.20 and earlier for TYPO3 does not properly verify access rights, which allows remote authenticated users to obtain sensitive information such as passwords via unknown attack vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Stanislas Rolland Sr Feuser Register 1.4 All All All

Application Stanislas Rolland Sr Feuser Register 1.6 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.1 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.7 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.8 All All All

Application Stanislas Rolland Sr Feuser Register 2.3 All All All

Application Stanislas Rolland Sr Feuser Register 2.3.6 All All All

Application Stanislas Rolland Sr Feuser Register 2.4 All All All

Application Stanislas Rolland Sr Feuser Register 2.5 All All All

Application Stanislas Rolland Sr Feuser Register 2.5.10 All All All

Application Stanislas Rolland Sr Feuser Register 1.4 All All All

Application Stanislas Rolland Sr Feuser Register 1.6 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.1 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.7 All All All

Application Stanislas Rolland Sr Feuser Register 2.2.8 All All All

Application Stanislas Rolland Sr Feuser Register 2.3 All All All

Application Stanislas Rolland Sr Feuser Register 2.3.6 All All All
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Application Stanislas Rolland Sr Feuser Register 2.3.6 All All All

Application Stanislas Rolland Sr Feuser Register 2.4 All All All

Application Stanislas Rolland Sr Feuser Register 2.5 All All All

Application Stanislas Rolland Sr Feuser Register 2.5.10 All All All

Application Stanislas Rolland Sr Feuser Register All All All All

Application Typo3 Typo3 All All All All

Application Typo3 Typo3 All All All All

References

Reference Source

TYPO3 Frontend User Registration Information Disclosure Vulnerability - Advisories - Community SECUNIA

53278 OSVDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

typo3.org: TYPO3 Security Bulletin TYPO3-SA-2009-004: Information Disclosure in third party extension "Frontend User registration" CONFIRM

Page not found CONFIRM

TYPO3 Frontend User Registration Information Disclosure Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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