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Summary

CVE CVE-2009-1265

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-08 01:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description Integer overflow in rose_sendmsg (sys/net/af_rose.c) in the Linux kernel 2.6.24.4, and other versions before 2.6.30-rc1, might allow remote attackers to obtain sensitive information via a large length value, which causes "garbage" memory to be sent.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.24.4 All All All

Operating System Linux Linux Kernel 2.6.24.5 All All All

Operating System Linux Linux Kernel 2.6.24.6 All All All

Operating System Linux Linux Kernel 2.6.24.7 All All All

Operating System Linux Linux Kernel 2.6.25 All All All

Operating System Linux Linux Kernel 2.6.25.1 All All All

Operating System Linux Linux Kernel 2.6.25.10 All All All

Operating System Linux Linux Kernel 2.6.25.11 All All All

Operating System Linux Linux Kernel 2.6.25.12 All All All

Operating System Linux Linux Kernel 2.6.25.13 All All All

Operating System Linux Linux Kernel 2.6.25.14 All All All

Operating System Linux Linux Kernel 2.6.25.15 All All All

Operating System Linux Linux Kernel 2.6.25.16 All All All

Operating System Linux Linux Kernel 2.6.25.17 All All All

Operating System Linux Linux Kernel 2.6.25.18 All All All

Operating System Linux Linux Kernel 2.6.25.19 All All All

Operating System Linux Linux Kernel 2.6.25.2 All All All
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Operating System Linux Linux Kernel 2.6.25.2 All All All

Operating System Linux Linux Kernel 2.6.25.20 All All All

Operating System Linux Linux Kernel 2.6.25.3 All All All

Operating System Linux Linux Kernel 2.6.25.4 All All All

Operating System Linux Linux Kernel 2.6.25.5 All All All

Operating System Linux Linux Kernel 2.6.25.6 All All All

Operating System Linux Linux Kernel 2.6.25.7 All All All

Operating System Linux Linux Kernel 2.6.25.8 All All All

Operating System Linux Linux Kernel 2.6.25.9 All All All

Operating System Linux Linux Kernel 2.6.26 All All All

Operating System Linux Linux Kernel 2.6.26.1 All All All

Operating System Linux Linux Kernel 2.6.26.2 All All All

Operating System Linux Linux Kernel 2.6.26.3 All All All

Operating System Linux Linux Kernel 2.6.26.4 All All All

Operating System Linux Linux Kernel 2.6.26.5 All All All

Operating System Linux Linux Kernel 2.6.26.6 All All All

Operating System Linux Linux Kernel 2.6.26.7 All All All

Operating System Linux Linux Kernel 2.6.27 All All All

Operating System Linux Linux Kernel 2.6.27.1 All All All

Operating System Linux Linux Kernel 2.6.27.10 All All All

Operating System Linux Linux Kernel 2.6.27.11 All All All

Operating System Linux Linux Kernel 2.6.27.12 All All All

Operating System Linux Linux Kernel 2.6.27.13 All All All

Operating System Linux Linux Kernel 2.6.27.14 All All All

Operating System Linux Linux Kernel 2.6.27.15 All All All

Operating System Linux Linux Kernel 2.6.27.16 All All All

Operating System Linux Linux Kernel 2.6.27.17 All All All

Operating System Linux Linux Kernel 2.6.27.18 All All All

Operating System Linux Linux Kernel 2.6.27.19 All All All

Operating System Linux Linux Kernel 2.6.27.2 All All All

Operating System Linux Linux Kernel 2.6.27.20 All All All

Operating System Linux Linux Kernel 2.6.27.21 All All All

Operating System Linux Linux Kernel 2.6.27.22 All All All

Operating System Linux Linux Kernel 2.6.27.23 All All All

Operating System Linux Linux Kernel 2.6.27.24 All All All

Operating System Linux Linux Kernel 2.6.27.25 All All All
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Operating System Linux Linux Kernel 2.6.27.26 All All All

Operating System Linux Linux Kernel 2.6.27.27 All All All

Operating System Linux Linux Kernel 2.6.27.28 All All All

Operating System Linux Linux Kernel 2.6.27.29 All All All

Operating System Linux Linux Kernel 2.6.27.3 All All All

Operating System Linux Linux Kernel 2.6.27.30 All All All

Operating System Linux Linux Kernel 2.6.27.31 All All All

Operating System Linux Linux Kernel 2.6.27.32 All All All

Operating System Linux Linux Kernel 2.6.27.33 All All All

Operating System Linux Linux Kernel 2.6.27.34 All All All

Operating System Linux Linux Kernel 2.6.27.35 All All All

Operating System Linux Linux Kernel 2.6.27.36 All All All

Operating System Linux Linux Kernel 2.6.27.37 All All All

Operating System Linux Linux Kernel 2.6.27.38 All All All

Operating System Linux Linux Kernel 2.6.27.39 All All All

Operating System Linux Linux Kernel 2.6.27.4 All All All

Operating System Linux Linux Kernel 2.6.27.40 All All All

Operating System Linux Linux Kernel 2.6.27.41 All All All

Operating System Linux Linux Kernel 2.6.27.42 All All All

Operating System Linux Linux Kernel 2.6.27.43 All All All

Operating System Linux Linux Kernel 2.6.27.44 All All All

Operating System Linux Linux Kernel 2.6.27.45 All All All

Operating System Linux Linux Kernel 2.6.27.46 All All All

Operating System Linux Linux Kernel 2.6.27.47 All All All

Operating System Linux Linux Kernel 2.6.27.48 All All All

Operating System Linux Linux Kernel 2.6.27.49 All All All

Operating System Linux Linux Kernel 2.6.27.5 All All All

Operating System Linux Linux Kernel 2.6.27.50 All All All

Operating System Linux Linux Kernel 2.6.27.51 All All All

Operating System Linux Linux Kernel 2.6.27.52 All All All

Operating System Linux Linux Kernel 2.6.27.53 All All All

Operating System Linux Linux Kernel 2.6.27.54 All All All

Operating System Linux Linux Kernel 2.6.27.55 All All All

Operating System Linux Linux Kernel 2.6.27.56 All All All

Operating System Linux Linux Kernel 2.6.27.57 All All All

Operating System Linux Linux Kernel 2.6.27.58 All All All
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Operating System Linux Linux Kernel 2.6.27.58 All All All

Operating System Linux Linux Kernel 2.6.27.59 All All All

Operating System Linux Linux Kernel 2.6.27.6 All All All

Operating System Linux Linux Kernel 2.6.27.60 All All All

Operating System Linux Linux Kernel 2.6.27.61 All All All

Operating System Linux Linux Kernel 2.6.27.62 All All All

Operating System Linux Linux Kernel 2.6.27.7 All All All

Operating System Linux Linux Kernel 2.6.27.8 All All All

Operating System Linux Linux Kernel 2.6.27.9 All All All

Operating System Linux Linux Kernel 2.6.28 All All All

Operating System Linux Linux Kernel 2.6.28.1 All All All

Operating System Linux Linux Kernel 2.6.28.10 All All All

Operating System Linux Linux Kernel 2.6.28.2 All All All

Operating System Linux Linux Kernel 2.6.28.3 All All All

Operating System Linux Linux Kernel 2.6.28.4 All All All

Operating System Linux Linux Kernel 2.6.28.5 All All All

Operating System Linux Linux Kernel 2.6.28.6 All All All

Operating System Linux Linux Kernel 2.6.28.7 All All All

Operating System Linux Linux Kernel 2.6.28.8 All All All

Operating System Linux Linux Kernel 2.6.28.9 All All All

Operating System Linux Linux Kernel 2.6.29 All All All

Operating System Linux Linux Kernel 2.6.29.1 All All All

Operating System Linux Linux Kernel 2.6.29.2 All All All

Operating System Linux Linux Kernel 2.6.29.3 All All All

Operating System Linux Linux Kernel 2.6.29.4 All All All

Operating System Linux Linux Kernel 2.6.29.5 All All All

Operating System Linux Linux Kernel 2.6.29.6 All All All

Operating System Linux Linux Kernel 2.6.24.4 All All All

Operating System Linux Linux Kernel 2.6.24.5 All All All

Operating System Linux Linux Kernel 2.6.24.6 All All All

Operating System Linux Linux Kernel 2.6.24.7 All All All

Operating System Linux Linux Kernel 2.6.25 All All All

Operating System Linux Linux Kernel 2.6.25.1 All All All

Operating System Linux Linux Kernel 2.6.25.10 All All All

Operating System Linux Linux Kernel 2.6.25.11 All All All

Operating System Linux Linux Kernel 2.6.25.12 All All All
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Operating System Linux Linux Kernel 2.6.25.13 All All All

Operating System Linux Linux Kernel 2.6.25.14 All All All

Operating System Linux Linux Kernel 2.6.25.15 All All All

Operating System Linux Linux Kernel 2.6.25.16 All All All

Operating System Linux Linux Kernel 2.6.25.17 All All All

Operating System Linux Linux Kernel 2.6.25.18 All All All

Operating System Linux Linux Kernel 2.6.25.19 All All All

Operating System Linux Linux Kernel 2.6.25.2 All All All

Operating System Linux Linux Kernel 2.6.25.20 All All All

Operating System Linux Linux Kernel 2.6.25.3 All All All

Operating System Linux Linux Kernel 2.6.25.4 All All All

Operating System Linux Linux Kernel 2.6.25.5 All All All

Operating System Linux Linux Kernel 2.6.25.6 All All All

Operating System Linux Linux Kernel 2.6.25.7 All All All

Operating System Linux Linux Kernel 2.6.25.8 All All All

Operating System Linux Linux Kernel 2.6.25.9 All All All

Operating System Linux Linux Kernel 2.6.26 All All All

Operating System Linux Linux Kernel 2.6.26.1 All All All

Operating System Linux Linux Kernel 2.6.26.2 All All All

Operating System Linux Linux Kernel 2.6.26.3 All All All

Operating System Linux Linux Kernel 2.6.26.4 All All All

Operating System Linux Linux Kernel 2.6.26.5 All All All

Operating System Linux Linux Kernel 2.6.26.6 All All All

Operating System Linux Linux Kernel 2.6.26.7 All All All

Operating System Linux Linux Kernel 2.6.27 All All All

Operating System Linux Linux Kernel 2.6.27.1 All All All

Operating System Linux Linux Kernel 2.6.27.10 All All All

Operating System Linux Linux Kernel 2.6.27.11 All All All

Operating System Linux Linux Kernel 2.6.27.12 All All All

Operating System Linux Linux Kernel 2.6.27.13 All All All

Operating System Linux Linux Kernel 2.6.27.14 All All All

Operating System Linux Linux Kernel 2.6.27.15 All All All

Operating System Linux Linux Kernel 2.6.27.16 All All All

Operating System Linux Linux Kernel 2.6.27.17 All All All

Operating System Linux Linux Kernel 2.6.27.18 All All All
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Operating System Linux Linux Kernel 2.6.27.19 All All All

Operating System Linux Linux Kernel 2.6.27.2 All All All

Operating System Linux Linux Kernel 2.6.27.20 All All All

Operating System Linux Linux Kernel 2.6.27.21 All All All

Operating System Linux Linux Kernel 2.6.27.22 All All All

Operating System Linux Linux Kernel 2.6.27.23 All All All

Operating System Linux Linux Kernel 2.6.27.24 All All All

Operating System Linux Linux Kernel 2.6.27.25 All All All

Operating System Linux Linux Kernel 2.6.27.26 All All All

Operating System Linux Linux Kernel 2.6.27.27 All All All

Operating System Linux Linux Kernel 2.6.27.28 All All All

Operating System Linux Linux Kernel 2.6.27.29 All All All

Operating System Linux Linux Kernel 2.6.27.3 All All All

Operating System Linux Linux Kernel 2.6.27.30 All All All

Operating System Linux Linux Kernel 2.6.27.31 All All All

Operating System Linux Linux Kernel 2.6.27.32 All All All

Operating System Linux Linux Kernel 2.6.27.33 All All All

Operating System Linux Linux Kernel 2.6.27.34 All All All

Operating System Linux Linux Kernel 2.6.27.35 All All All

Operating System Linux Linux Kernel 2.6.27.36 All All All

Operating System Linux Linux Kernel 2.6.27.37 All All All

Operating System Linux Linux Kernel 2.6.27.38 All All All

Operating System Linux Linux Kernel 2.6.27.39 All All All

Operating System Linux Linux Kernel 2.6.27.4 All All All

Operating System Linux Linux Kernel 2.6.27.40 All All All

Operating System Linux Linux Kernel 2.6.27.41 All All All

Operating System Linux Linux Kernel 2.6.27.42 All All All

Operating System Linux Linux Kernel 2.6.27.43 All All All

Operating System Linux Linux Kernel 2.6.27.44 All All All

Operating System Linux Linux Kernel 2.6.27.45 All All All

Operating System Linux Linux Kernel 2.6.27.46 All All All

Operating System Linux Linux Kernel 2.6.27.47 All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-17 Tomas Hoger This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux 2.1, 4, 5, or Red Hat Enterprise MRG, as the affected driver is not enabled in these kernels. The affected driver is available in Red Hat Enterprise Linux 3, but only if the kernel-unsupported package is installed. This issue has been rated as having moderate security impact as it does not lead to a denial of service or privilege escalation. As Red Hat Enterprise Linux 3 is now in Production 3 of its maintenance life-cycle, http://www.redhat.com/security/updates/errata, and the affected driver can only be enabled when using the unsupported kernel-unsupported package, a fix for this issue is not currently planned to be included in the future updates.
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There are currently no legacy QID mappings associated with this CVE.
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