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Summary

CVE CVE-2009-1283

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-09 16:27:00 UTC

Updated 2017-09-29 01:34:00 UTC

Description glFusion before 1.1.3 performs authentication with a user-provided password hash instead of a password, which allows remote attackers to gain privileges by obtaining the hash and using it in the glf_password cookie, aka "User Masquerading." NOTE: this can be leveraged with a separate SQL injection vulnerability to steal hashes.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Glfusion Glfusion 1.0.0 All All All

Application Glfusion Glfusion 1.0.0 rc1 All All

Application Glfusion Glfusion 1.0.0 rc2 All All

Application Glfusion Glfusion 1.0.1 All All All

Application Glfusion Glfusion 1.0.2 All All All

Application Glfusion Glfusion 1.1.0 All All All

Application Glfusion Glfusion 1.1.0 rc1 All All

Application Glfusion Glfusion 1.1.1 All All All

Application Glfusion Glfusion 1.0.0 All All All

Application Glfusion Glfusion 1.0.0 rc1 All All

Application Glfusion Glfusion 1.0.0 rc2 All All

Application Glfusion Glfusion 1.0.1 All All All

Application Glfusion Glfusion 1.0.2 All All All

Application Glfusion Glfusion 1.1.0 All All All

Application Glfusion Glfusion 1.1.0 rc1 All All

Application Glfusion Glfusion 1.1.1 All All All

Application Glfusion Glfusion All All All All
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Application Glfusion Glfusion All All All All

References

Reference Source Link Tags

glFusion <= 1.1.2 COM_applyFilter()/cookies Blind SQL Injection Exploit EXPLOIT-DB www.exploit-db.com

'glFusion <= 1.1.2 COM_applyFilter()/cookies remote blind sql' - MARC BUGTRAQ marc.info Exploit

glFusion <= 1.1.2 COM_applyFilter()/cookies remote blind sql injection exploit MISC retrogod.altervista.org Exploit

synergy - stability - style - glFusion CONFIRM www.glfusion.org Vendor Advisory

glFusion Cross-Site Scripting and SQL Injection Vulnerabilities - Secunia.com SECUNIA secunia.com Vendor Advisory

glFusion v1.1.3 Released - glFusion CONFIRM www.glfusion.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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