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Summary

CVE CVE-2009-1291

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-30 20:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description Stack-based buffer overflow in TIBCO SmartSockets before 6.8.2, SmartSockets Product Family (aka RTworks) before 4.0.5, and Enterprise Message Service (EMS) 4.0.0 through 5.1.1, as used in SmartSockets Server and RTworks Server (aka RTserver), SmartSockets client libraries and add-on products, RTworks libraries and components, EMS Server (aka tibemsd), SmartMQ, iProcess Engine, ActiveMatrix products, and CA Enterprise Communicator, allows remote attackers to execute arbitrary code via "inbound data," as demonstrated by requests to the UDP interface of the RTserver component, and data injection into the TCP stream to tibemsd.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Enterprise Message Service 4.0.0 All All All

Application Tibco Enterprise Message Service 4.1.0 All All All

Application Tibco Enterprise Message Service 4.2.0 All All All

Application Tibco Enterprise Message Service 4.3.0 All All All

Application Tibco Enterprise Message Service 4.4.1 All All All

Application Tibco Enterprise Message Service 4.4.2 All All All

Application Tibco Enterprise Message Service 4.0.0 All All All

Application Tibco Enterprise Message Service 4.1.0 All All All

Application Tibco Enterprise Message Service 4.2.0 All All All

Application Tibco Enterprise Message Service 4.3.0 All All All

Application Tibco Enterprise Message Service 4.4.1 All All All

Application Tibco Enterprise Message Service 4.4.2 All All All

Application Tibco Enterprise Message Service All All All All

Application Tibco Rtworks 4.0.3 All All All

Application Tibco Rtworks 4.0.4 All All All

Application Tibco Rtworks 4.0.3 All All All

Application Tibco Rtworks 4.0.4 All All All
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Application Tibco Rtworks 4.0.4 All All All

Application Tibco Smartsockets 6.8.0 All All All

Application Tibco Smartsockets 6.8.1 All All All

Application Tibco Smartsockets 6.8.0 All All All

Application Tibco Smartsockets 6.8.1 All All All

Application Tibco Smartsockets Rtserver 6.8.0 All All All

Application Tibco Smartsockets Rtserver 6.8.0 All All All

Application Tibco Smartsockets Rtserver All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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