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Summary

CVE CVE-2009-1296

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-09 20:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description The eCryptfs support utilities (ecryptfs-utils) 73-0ubuntu6.1 on Ubuntu 9.04 stores the mount passphrase in installation logs, which might allow local users to obtain access to the filesystem by reading the log files from disk. 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ubuntu 73-oubuntu 6.1 All All All

Application Ubuntu 73-oubuntu 6.1 All All All

Operating System Ubuntu Ubuntu 9.0.4 All All All

Operating System Ubuntu Ubuntu 9.0.4 All All All

References

Reference Source Link Tags

SecurityTracker.com Archives - eCryptfs Writes the Mount Passphrase to Log Files SECTRACK www.securitytracker.com

USN-783-1: eCryptfs vulnerability | Ubuntu UBUNTU www.ubuntu.com Vendor Advisory

Security Advisory SA35383 - Ubuntu update for ecryptfs-utils - Secunia SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-10 Tomas Hoger Not vulnerable. This issue did not affect the versions of ecryptfs-utils as shipped with Red Hat Enterprise Linux 5. eCryptfs encrypted home directories are not set up during the system installation, so theres no possibility for leaking encryption passwords to the installation log file.
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There are currently no legacy QID mappings associated with this CVE.
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