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Certain versions of Advanced Package Tool from Debian contain the
following vulnerability:

apt 0.7.20 does not check when the date command returns an "invalid
date" error, which can prevent apt from loading security updates in time
zones for which DST occurs at midnight.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-1779-1 apt www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1779

apt Package Signature Verification Security Bypass -
Secunia.com

web.archive.org

text/html

 SECUNIA 34829

Bug #354793 “date returns “invalid date” for some
timezone's DST...” : Bugs : “coreutils” package : Ubuntu

bugs.launchpad.net

text/html

 CONFIRM
bugs.launchpad.net/ubuntu/+source/coreutils/+bug/354793

#523213 - /etc/cron.daily/apt does not check return code
of date - Debian Bug report logs

bugs.debian.org

text/html

 CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?
bug=523213

USN-762-1: APT vulnerabilities | Ubuntu security notices usn.ubuntu.com

text/html

 UBUNTU USN-762-1

Debian update for apt - Secunia.com web.archive.org  SECUNIA 34874

CVE-2009-1300 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2009-1300/mitre
https://cve.report/CVE-2009-1300/nist
https://cve.report/CVE-2009-1300/cve_org
https://cve.report/CVE-2009-1300.pdf
http://cve.report/software/debian/advanced_package_tool
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2009/dsa-1779
https://web.archive.org/web/2009/http://secunia.com/advisories/34829
https://bugs.launchpad.net/ubuntu/+source/coreutils/+bug/354793
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=523213
https://usn.ubuntu.com/762-1/
https://web.archive.org/web/2009/http://secunia.com/advisories/34874


← Previous ID Next ID→

web.archive.org

text/html

 SECUNIA 34874

oss-security - CVE request: apt www.openwall.com

text/html

 MLIST [oss-security] 20090408 CVE request: apt

Ubuntu update for apt - Secunia.com web.archive.org

text/html

 SECUNIA 34832

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Debian Advanced Package Tool 0.7.20 All All All

Application Debian Advanced Package Tool 0.7.20 All All All

No vendor comments have been submitted for this CVE
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