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CVE-2009-1305

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-1305

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-04-22 18:30:00 UTC

2018-10-03 21:59:00 UTC

The JavaScript engine in Mozilla Firefox before 3.0.9, Thunderbird before 2.0.0.22, and SeaMonkey before 1.1.16 allows re
| i

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 3.0 All All All
Mozilla Firefox 3.0.1 All All All
Mozilla Firefox 3.0.2 All All All
Mozilla Firefox 3.0.3 All All All
Mozilla Firefox 3.0.4 All All All
Mozilla Firefox 3.0.5 All All All
Mozilla Firefox 3.0.6 All All All
Mozilla Firefox 3.0.7 All All All
Mozilla Firefox 3.0.8 All All All
Mozilla Firefox 3.0 All All All
Mozilla Firefox 3.0.1 All All All
Mozilla Firefox 3.0.2 All All All
Mozilla Firefox 3.0.3 All All All
Mozilla Firefox 3.0.4 All All All
Mozilla Firefox 3.0.5 All All All
Mozilla Firefox 3.0.6 All All All
Mozilla Firefox 3.0.7 All All All
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http://secunia.com/advisories/35042
http://www.redhat.com/support/errata/RHSA-2009-1125.html
http://www.securityfocus.com/bid/34656

REeposIory / vvdl Reposiory 8
Debian -- Security Information -- DSA-1797-1 xulrunner [

Repository / Oval Repository (

n

Red Hat update for seamonkey - Secunia.com

n

Slackware update for mozilla-thunderbird - Secunia.com

Support f

n

Mozilla Firefox Multiple Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH \

n

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:010

n

USN-764-1: Firefox and Xulrunner vulnerabilities | Ubuntu security notices L
Mozilla Firefox JavaScript and Browser Engine Memory Corruption Bugs May Let Remote Users Execute Arbitrary Code - SecurityTracker ¢

Repository / Oval Repository (

n

Ubuntu update for thunderbird - Secunia Advisories - Vulnerability Information - Secunia.com

476049 — JSOP_DEFVAR enables gvar optimization for non-permanent properties (

n

The Slackware Linux Project: Slackware Security Advisories

Support / Security / Advisories / / MDVSA-2009:141 | Mandriva !
Repository / Oval Repository (
MFSA 2009-14: Crashes with evidence of memory corruption (rv:1.9.0.9) (
[SECURITY] Fedora 9 Update: xulrunner-1.9.0.9-1.fc9 f

n

SUSE Update for Multiple Packages - Advisories - Community
Repository / Oval Repository (

Support / Security / Advisories / / MDVSA-2009:111 | Mandriva !

n

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

264308

n

rhn.redhat.com | Red Hat Support f
rhn.redhat.com | Red Hat Support f

USN-782-1: Thunderbird vulnerabilities | Ubuntu L

n

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record (
NVD vulnerability detail )

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6090
http://www.debian.org/security/2009/dsa-1797
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6921
http://secunia.com/advisories/34844
http://secunia.com/advisories/35602
http://www.redhat.com/support/errata/RHSA-2009-0436.html
http://secunia.com/advisories/34758
http://www.vupen.com/english/advisories/2009/1125
http://secunia.com/advisories/34894
http://lists.opensuse.org/opensuse-security-announce/2009-05/msg00000.html
https://usn.ubuntu.com/764-1/
http://www.securitytracker.com/id?1022090
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6232
http://secunia.com/advisories/35536
https://bugzilla.mozilla.org/show_bug.cgi?id=476049
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.454275
http://www.mandriva.com/security/advisories?name=MDVSA-2009:141
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6248
http://www.mozilla.org/security/announce/2009/mfsa2009-14.html
https://www.redhat.com/archives/fedora-package-announce/2009-April/msg00683.html
http://secunia.com/advisories/35065
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10110
http://www.mandriva.com/security/advisories?name=MDVSA-2009:111
http://secunia.com/advisories/34843
http://sunsolve.sun.com/search/document.do?assetkey=1-66-264308-1
http://www.redhat.com/support/errata/RHSA-2009-1126.html
http://rhn.redhat.com/errata/RHSA-2009-0437.html
http://www.ubuntu.com/usn/usn-782-1
http://secunia.com/advisories/34780
https://www.cve.org/CVERecord?id=CVE-2009-1305
https://nvd.nist.gov/vuln/detail/CVE-2009-1305
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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