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/

CVE-2009-1309

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-1309

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-04-22 18:30:00 UTC

2018-10-03 22:00:00 UTC

Mozilla Firefox before 3.0.9, Thunderbird, and SeaMonkey do not properly implement the Same Origin Policy for (1) XMLHt
| i

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Applicaton viozina FIretox 3.0.4 All Al All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0beta5 All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
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MFSA 2009-19: Same-origin violations in XMLHttpRequest and XPCNativeWrapper.toString

Debian update for xulrunner - Secunia.com

Repository / Oval Repository

482206 — [FIX]It's possible to create a document whose URI does not match the document's principal
478433 — XPCNativeWrapper's toString's __proto___ comes from the wrong scope

rhn.redhat.com | Red Hat Support

Mozilla Firefox/Thunderbird/SeaMonkey MFSA 2009 -14 through -22 Multiple Remote Vulnerabilities
Debian -- Security Information -- DSA-1797-1 xulrunner

Repository / Oval Repository

Red Hat update for seamonkey - Secunia.com

Support

Mozilla Firefox Multiple Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com
Repository / Oval Repository

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:010

USN-764-1: Firefox and Xulrunner vulnerabilities | Ubuntu security notices

Ubuntu update for thunderbird - Secunia Advisories - Vulnerability Information - Secunia.com
Support / Security / Advisories / / MDVSA-2009:141 | Mandriva

Repository / Oval Repository

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.9-1.fc9

SUSE Update for Multiple Packages - Advisories - Community

Support / Security / Advisories / / MDVSA-2009:111 | Mandriva
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Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

264308

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Mozilla Firefox XMLHttpRequest and XPCNativeWrapper.toString Bugs Let Remote Users Bypass Same-Origin Restrictions - Security Tracker
rhn.redhat.com | Red Hat Support

USN-782-1: Thunderbird vulnerabilities | Ubuntu

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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