CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2009-131

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-1310

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-04-22 18:30:00 UTC

2018-10-03 22:00:00 UTC

Cross-site scripting (XSS) vulnerability in the MozSearch plugin implementation in Mozilla Firefox before 3.0.9 allows user-¢
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 2.0.0.18 All All All
Application Mozilla Firefox 2.0.0.19 All All All
Application Mozilla Firefox 2.0.0.2 All All All
Application Mozilla Firefox 2.0.0.20 All All All
Application Mozilla Firefox 2.0.0.21 All All All
Application Mozilla Firefox 2.0.0.3 All All All
Application Mozilla Firefox 2.0.0.4 All All All
Application Mozilla Firefox 2.0.0.5 All All All
Application Mozilla Firefox 2.0.0.6 All All All
Application Mozilla Firefox 2.0.0.7 All All All
Application Mozilla Firefox 2.0.0.8 All All All
Application Mozilla Firefox 2.0.0.9 All All All
Application Mozilla Firefox 2.0_8 All All All
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0 alpha All All
Application Mozilla Firefox 3.0 beta2 All All
Application Mozilla Firefox 3.0 betab All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox All All All All
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USN-764-1: Firefox and Xulrunner vulnerabilities | Ubuntu security notices

Debian -- Security Information -- DSA-1886-1 iceweasel

Repository / Oval Repository

Repository / Oval Repository

483086 — non-http[s] SearchForm URIs should be ignored (possible XSS if a malicious search plugin is installed)
[SECURITY] Fedora 9 Update: xulrunner-1.9.0.9-1.fc9

SUSE Update for Multiple Packages - Advisories - Community

Support / Security / Advisories / / MDVSA-2009:111 | Mandriva

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com

264308

Mozilla Firefox Stylesheet and MozSearch Bugs Permit Cross-Site Scripting Attacks and Frame Saving Bug Lets Remote Users Obtain Poten:
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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