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Summary

CVE CVE-2009-1371

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-04-23 15:30:00 UTC

Updated 2009-09-16 05:30:00 UTC

Description The CLI_ISCONTAINED macro in libclamav/others.h in ClamAV before 0.95.1 allows remote attackers to cause a denial of service (application crash) via a malformed file with UPack encoding.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav 0.01 All All All

Application Clamav Clamav 0.02 All All All

Application Clamav Clamav 0.03 All All All

Application Clamav Clamav 0.05 All All All

Application Clamav Clamav 0.10 All All All

Application Clamav Clamav 0.12 All All All

Application Clamav Clamav 0.13 All All All

Application Clamav Clamav 0.14 pre All All

Application Clamav Clamav 0.15 All All All

Application Clamav Clamav 0.20 All All All

Application Clamav Clamav 0.21 All All All

Application Clamav Clamav 0.22 All All All

Application Clamav Clamav 0.23 All All All

Application Clamav Clamav 0.24 All All All

Application Clamav Clamav 0.3 All All All

Application Clamav Clamav 0.51 All All All

Application Clamav Clamav 0.52 All All All
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Application Clamav Clamav 0.52 All All All

Application Clamav Clamav 0.53 All All All

Application Clamav Clamav 0.54 All All All

Application Clamav Clamav 0.60 All All All

Application Clamav Clamav 0.60p All All All

Application Clamav Clamav 0.65 All All All

Application Clamav Clamav 0.66 All All All

Application Clamav Clamav 0.67 All All All

Application Clamav Clamav 0.67-1 All All All

Application Clamav Clamav 0.68 All All All

Application Clamav Clamav 0.68.1 All All All

Application Clamav Clamav 0.70 All All All

Application Clamav Clamav 0.70 rc All All

Application Clamav Clamav 0.71 All All All

Application Clamav Clamav 0.72 All All All

Application Clamav Clamav 0.73 All All All

Application Clamav Clamav 0.74 All All All

Application Clamav Clamav 0.75 All All All

Application Clamav Clamav 0.75.1 All All All

Application Clamav Clamav 0.80 All All All

Application Clamav Clamav 0.80 rc4 All All

Application Clamav Clamav 0.80_rc All All All

Application Clamav Clamav 0.80_rc1 All All All

Application Clamav Clamav 0.80_rc2 All All All

Application Clamav Clamav 0.80_rc3 All All All

Application Clamav Clamav 0.81 All All All

Application Clamav Clamav 0.81_rc1 All All All

Application Clamav Clamav 0.82 All All All

Application Clamav Clamav 0.83 All All All

Application Clamav Clamav 0.84 All All All

Application Clamav Clamav 0.84_rc1 All All All

Application Clamav Clamav 0.84_rc2 All All All

Application Clamav Clamav 0.85 All All All

Application Clamav Clamav 0.85.1 All All All

Application Clamav Clamav 0.86 All All All

Application Clamav Clamav 0.86.1 All All All
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Application Clamav Clamav 0.86.2 All All All

Application Clamav Clamav 0.86_rc1 All All All

Application Clamav Clamav 0.87 All All All

Application Clamav Clamav 0.87.1 All All All

Application Clamav Clamav 0.88 All All All

Application Clamav Clamav 0.88.1 All All All

Application Clamav Clamav 0.88.2 All All All

Application Clamav Clamav 0.88.3 All All All

Application Clamav Clamav 0.88.4 All All All

Application Clamav Clamav 0.88.5 All All All

Application Clamav Clamav 0.88.6 All All All

Application Clamav Clamav 0.88.7 All All All

Application Clamav Clamav 0.88.7_p0 All All All

Application Clamav Clamav 0.88.7_p1 All All All

Application Clamav Clamav 0.8_ rc3 All All

Application Clamav Clamav 0.90 All All All

Application Clamav Clamav 0.90.1 All All All

Application Clamav Clamav 0.90.1_p0 All All All

Application Clamav Clamav 0.90.2 All All All

Application Clamav Clamav 0.90.2_p0 All All All

Application Clamav Clamav 0.90.3 All All All

Application Clamav Clamav 0.90.3_p0 All All All

Application Clamav Clamav 0.90.3_p1 All All All

Application Clamav Clamav 0.90_rc1 All All All

Application Clamav Clamav 0.90_rc1.1 All All All

Application Clamav Clamav 0.90_rc2 All All All

Application Clamav Clamav 0.90_rc3 All All All

Application Clamav Clamav 0.91 All All All

Application Clamav Clamav 0.91.1 All All All

Application Clamav Clamav 0.91.2 All All All

Application Clamav Clamav 0.91.2_p0 All All All

Application Clamav Clamav 0.91_rc1 All All All

Application Clamav Clamav 0.91_rc2 All All All

Application Clamav Clamav 0.92 All All All

Application Clamav Clamav 0.92.1 All All All

Application Clamav Clamav 0.92_p0 All All All
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Application Clamav Clamav 0.92_p0 All All All

Application Clamav Clamav 0.93 All All All

Application Clamav Clamav 0.93.1 All All All

Application Clamav Clamav 0.93.2 All All All

Application Clamav Clamav 0.93.3 All All All

Application Clamav Clamav 0.94 All All All

Application Clamav Clamav 0.94.1 All All All

Application Clamav Clamav 0.94.2 All All All

Application Clamav Clamav 0.95 src1 All All

Application Clamav Clamav 0.95 src2 All All

Application Clamav Clamav 0.9_rc1 All All All

Application Clamav Clamav All All All All

Application Clamav Clamav 0.01 All All All

Application Clamav Clamav 0.02 All All All

Application Clamav Clamav 0.03 All All All

Application Clamav Clamav 0.05 All All All

Application Clamav Clamav 0.10 All All All

Application Clamav Clamav 0.12 All All All

Application Clamav Clamav 0.13 All All All

Application Clamav Clamav 0.14 pre All All

Application Clamav Clamav 0.15 All All All

Application Clamav Clamav 0.20 All All All

Application Clamav Clamav 0.21 All All All

Application Clamav Clamav 0.22 All All All

Application Clamav Clamav 0.23 All All All

Application Clamav Clamav 0.24 All All All

Application Clamav Clamav 0.3 All All All

Application Clamav Clamav 0.51 All All All

Application Clamav Clamav 0.52 All All All

Application Clamav Clamav 0.53 All All All

Application Clamav Clamav 0.54 All All All

Application Clamav Clamav 0.60 All All All

Application Clamav Clamav 0.60p All All All

Application Clamav Clamav 0.65 All All All

Application Clamav Clamav 0.66 All All All

Application Clamav Clamav 0.67 All All All
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Application Clamav Clamav 0.67-1 All All All

Application Clamav Clamav 0.68 All All All

Application Clamav Clamav 0.68.1 All All All

Application Clamav Clamav 0.70 All All All

Application Clamav Clamav 0.70 rc All All

Application Clamav Clamav 0.71 All All All

Application Clamav Clamav 0.72 All All All

Application Clamav Clamav 0.73 All All All

Application Clamav Clamav 0.74 All All All

Application Clamav Clamav 0.75 All All All

Application Clamav Clamav 0.75.1 All All All

Application Clamav Clamav 0.80 All All All

Application Clamav Clamav 0.80 rc4 All All

Application Clamav Clamav 0.80_rc All All All

Application Clamav Clamav 0.80_rc1 All All All

Application Clamav Clamav 0.80_rc2 All All All

Application Clamav Clamav 0.80_rc3 All All All

Application Clamav Clamav 0.81 All All All

Application Clamav Clamav 0.81_rc1 All All All

Application Clamav Clamav 0.82 All All All

Application Clamav Clamav 0.83 All All All

Application Clamav Clamav 0.84 All All All

Application Clamav Clamav 0.84_rc1 All All All

Application Clamav Clamav 0.84_rc2 All All All

Application Clamav Clamav 0.85 All All All

Application Clamav Clamav 0.85.1 All All All

Application Clamav Clamav 0.86 All All All

Application Clamav Clamav 0.86.1 All All All

Application Clamav Clamav 0.86.2 All All All

Application Clamav Clamav 0.86_rc1 All All All

Application Clamav Clamav 0.87 All All All

Application Clamav Clamav 0.87.1 All All All

Application Clamav Clamav 0.88 All All All

Application Clamav Clamav 0.88.1 All All All

Application Clamav Clamav 0.88.2 All All All

http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav


Application Clamav Clamav 0.88.3 All All All

Application Clamav Clamav 0.88.4 All All All

Application Clamav Clamav 0.88.5 All All All

Application Clamav Clamav 0.88.6 All All All

Application Clamav Clamav 0.88.7 All All All

Application Clamav Clamav 0.88.7_p0 All All All

Application Clamav Clamav 0.88.7_p1 All All All

Application Clamav Clamav 0.8_ rc3 All All

Application Clamav Clamav 0.90 All All All

Application Clamav Clamav 0.90.1 All All All

Application Clamav Clamav 0.90.1_p0 All All All

Application Clamav Clamav 0.90.2 All All All

Application Clamav Clamav 0.90.2_p0 All All All

Application Clamav Clamav 0.90.3 All All All

Application Clamav Clamav 0.90.3_p0 All All All

Application Clamav Clamav 0.90.3_p1 All All All

Application Clamav Clamav 0.90_rc1 All All All

Application Clamav Clamav 0.90_rc1.1 All All All

Application Clamav Clamav 0.90_rc2 All All All

Application Clamav Clamav 0.90_rc3 All All All

Application Clamav Clamav 0.91 All All All

Application Clamav Clamav 0.91.1 All All All

Application Clamav Clamav 0.91.2 All All All

Application Clamav Clamav 0.91.2_p0 All All All

Application Clamav Clamav 0.91_rc1 All All All

Application Clamav Clamav 0.91_rc2 All All All

Application Clamav Clamav 0.92 All All All

Application Clamav Clamav 0.92.1 All All All

Application Clamav Clamav 0.92_p0 All All All

Application Clamav Clamav 0.93 All All All

Application Clamav Clamav 0.93.1 All All All

Application Clamav Clamav 0.93.2 All All All

Application Clamav Clamav 0.93.3 All All All

Application Clamav Clamav 0.94 All All All

Application Clamav Clamav 0.94.1 All All All

Application Clamav Clamav 0.94.2 All All All
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Application Clamav Clamav 0.94.2 All All All

Application Clamav Clamav 0.95 src1 All All

Application Clamav Clamav 0.95 src2 All All

Application Clamav Clamav 0.9_rc1 All All All

References

Reference Source

svn.clamav.net/websvn/filedetails.php CONFIRM

ClamAV Prior to 0.95.1 Multiple Remote Denial of Service Vulnerabilities BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

About Security Update 2009-005 CONFIRM

Ubuntu update for clamav - Advisories - Community SECUNIA

wwws.clamav.net/bugzilla/show_bug.cgi CONFIRM

53602 OSVDB

Bug #360502 “Fix relevant security bugs from 0.95.1 in earlier r...” : Bugs : clamav package : Ubuntu CONFIRM

ClamAV UPack Denial of Service and "cli_url_canon()" Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

APPLE-SA-2009-09-10-2 Security Update 2009-005 APPLE

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Support / Security / Advisories / / MDVSA-2009:097 | Mandriva MANDRIVA

Debian update for clamav - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

USN-756-1: ClamAV vulnerability | Ubuntu UBUNTU

Debian -- Security Information -- DSA-1771-1 clamav DEBIAN

SecurityTracker.com Archives - Clam AntiVirus UPack File and URL Processing Bugs Let Remote Users Deny Service SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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