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Summary

CVE CVE-2009-1373

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-26 15:30:00 UTC

Updated 2023-11-07 02:03:00 UTC

Description Buffer overflow in the XMPP SOCKS5 bytestream server in Pidgin (formerly Gaim) before 2.5.6 allows remote authenticated users to execute arbitrary code via vectors involving an outbound XMPP file transfer. NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.1 All All All
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Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin All All All All
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Reference Source Link

Pidgin Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

Debian -- Security Information -- DSA-1805-1 pidgin DEBIAN debian.org

[SECURITY] Fedora 11 Update: pidgin-2.5.6-1.fc11 FEDORA www.redhat.com

Gentoo update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Pidgin Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Ubuntu update for gaim - Secunia.com SECUNIA secunia.com

Ubuntu update for pidgin - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 10 Update: pidgin-2.5.6-1.fc10 FEDORA www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 9 Update: pidgin-2.5.6-1.fc9 FEDORA www.redhat.com

Support / Security / Advisories / / MDVSA-2009:140 | Mandriva MANDRIVA www.mandriva.com

Gentoo Linux Documentation -- Pidgin: Multiple vulnerabilities GENTOO www.gentoo.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Debian update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Fedora update for pidgin - Secunia.com SECUNIA secunia.com

Red Hat update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

Support / Security / Advisories / / MDVSA-2009:173 | Mandriva MANDRIVA www.mandriva.com

USN-781-1: Pidgin vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Repository / Oval Repository OVAL oval.cisecurity.org

500488 – (CVE-2009-1373) CVE-2009-1373 pidgin file transfer buffer overflow CONFIRM bugzilla.redhat.com

Pidgin Security Advisories CONFIRM www.pidgin.im

Repository / Oval Repository OVAL oval.cisecurity.org

USN-781-2: Gaim vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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