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The PurpleCircBuffer implementation in Pidgin (formerly Gaim) before 2.5.6 does not properly maintain a certain buffer, whi
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pidgin Pidgin 2.0.0 All All All
Pidgin Pidgin 2.0.1 All All All
Pidgin Pidgin 2.0.2 All All All
Pidgin Pidgin 2.0.2 All linux All
Pidgin Pidgin 2.1.0 All All All
Pidgin Pidgin 2.1.1 All All All
Pidgin Pidgin 2.2.0 All All All
Pidgin Pidgin 2.21 All All All
Pidgin Pidgin 222 All All Al
Pidgin Pidgin 2.3.0 Al All All
Pidgin Pidgin 2.3.1 All All Al
Pidgin Pidgin 2.4.0 All Al All
Pidgin Pidgin 2.4.1 All All Al
Pidgin Pidgin 242 All Al All
Pidgin Pidgin 243 All All All
Pidgin Pidgin 2.5.0 All All All
Pidgin Pidain 2.5.1 All All All
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Application Pidgin Pidgin 25.2 All All All
Application Pidgin Pidgin 253 All All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin 2.0.0 All All All
Application Pidgin Pidgin 2.0.1 All All All
Application Pidgin Pidgin 2.0.2 All All All
Application Pidgin Pidgin 2.0.2 All linux All
Application Pidgin Pidgin 2.1.0 All All All
Application Pidgin Pidgin 2.1.1 All All All
Application Pidgin Pidgin 2.2.0 All All All
Application Pidgin Pidgin 2.2.1 All All All
Application Pidgin Pidgin 222 All All All
Application Pidgin Pidgin 2.3.0 All All All
Application Pidgin Pidgin 2.3.1 All All All
Application Pidgin Pidgin 2.4.0 All All All
Application Pidgin Pidgin 2.4.1 All All All
Application Pidgin Pidgin 242 All All All
Application Pidgin Pidgin 243 All All All
Application Pidgin Pidgin 2.5.0 All All All
Application Pidgin Pidgin 2.5.1 All All All
Application Pidgin Pidgin 25.2 All All All
Application Pidgin Pidgin 253 All All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin All All All All
Reference Source Link

Pidgin Security Advisories CONFIRM  www.pidgin.im
Pidgin Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com
Debian -- Security Information -- DSA-1805-1 pidgin DEBIAN debian.org
[SECURITY] Fedora 11 Update: pidgin-2.5.6-1.fc11 FEDORA www.redhat.com
54649 OSVDB osvdb.org
Gentoo update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Pidgin Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
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ubuntu update for pidgin - Secunia.com

[SECURITY] Fedora 10 Update: pidgin-2.5.6-1.fc10

[SECURITY] Fedora 9 Update: pidgin-2.5.6-1.fc9

Gentoo Linux Documentation -- Pidgin: Multiple vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com
Fedora update for pidgin - Secunia.com

Red Hat update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com
Support / Security / Advisories / / MDVSA-2009:173 | Mandriva

USN-781-1: Pidgin vulnerabilities | Ubuntu

rhn.redhat.com | Red Hat Support
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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