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Summary

CVE CVE-2009-1378

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-05-19 19:30:00 UTC

Updated 2022-02-02 15:10:00 UTC

Description Multiple memory leaks in the dtls1_process_out_of_seq_message function in ssl/d1_both.c in OpenSSL 0.9.8k and earlier 0.9.8 versions allow remote attackers to cause a denial of service (memory consumption) via DTLS records that (1) are duplicates or (2) have sequence numbers much greater than current sequence numbers, aka "DTLS fragment handling memory leak."

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Canonical Ubuntu Linux 9.04 All All All

Application Openssl Openssl All All All All

Application Openssl Openssl 0.9.8 - All All

Application Openssl Openssl 0.9.8 beta1 All All

Application Openssl Openssl 0.9.8 beta2 All All

Application Openssl Openssl 0.9.8 beta3 All All

Application Openssl Openssl 0.9.8 beta4 All All

Application Openssl Openssl 0.9.8 beta5 All All

Application Openssl Openssl 0.9.8 beta6 All All

Application Openssl Openssl 0.9.8a All All All

Application Openssl Openssl 0.9.8b All All All

Application Openssl Openssl 0.9.8c All All All

Application Openssl Openssl 0.9.8d All All All

Application Openssl Openssl 0.9.8e All All All
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Application Openssl Openssl 0.9.8e All All All

Application Openssl Openssl 0.9.8f All All All

Application Openssl Openssl 0.9.8g All All All

Application Openssl Openssl 0.9.8h All All All

Application Openssl Openssl 0.9.8i All All All

Application Openssl Openssl 0.9.8j All All All

Application Openssl Openssl 0.9.8k All All All

Application Openssl Openssl All All All All

Application Openssl Openssl 0.9.8a All All All

Application Openssl Openssl 0.9.8b All All All

Application Openssl Openssl 0.9.8c All All All

Application Openssl Openssl 0.9.8d All All All

Application Openssl Openssl 0.9.8e All All All

Application Openssl Openssl 0.9.8f All All All

Application Openssl Openssl 0.9.8g All All All

Application Openssl Openssl 0.9.8h All All All

Application Openssl Openssl 0.9.8i All All All

Application Openssl Openssl 0.9.8j All All All

Application Openssl Project Openssl 0.9.8c-1 All All All

Application Openssl Project Openssl 0.9.8c-2 All All All

Application Openssl Project Openssl 0.9.8c-3 All All All

Application Openssl Project Openssl 0.9.8c-4 All All All

Application Openssl Project Openssl 0.9.8c-5 All All All

Application Openssl Project Openssl 0.9.8c-6 All All All

Application Openssl Project Openssl 0.9.8c-7 All All All

Application Openssl Project Openssl 0.9.8c-8 All All All

Application Openssl Project Openssl 0.9.8c-9 All All All

Application Openssl Project Openssl 0.9.8d-1 All All All

Application Openssl Project Openssl 0.9.8d-2 All All All

Application Openssl Project Openssl 0.9.8d-3 All All All

Application Openssl Project Openssl 0.9.8d-4 All All All

Application Openssl Project Openssl 0.9.8d-5 All All All

Application Openssl Project Openssl 0.9.8d-6 All All All

Application Openssl Project Openssl 0.9.8d-7 All All All

Application Openssl Project Openssl 0.9.8d-8 All All All

Application Openssl Project Openssl 0.9.8d-9 All All All
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Application Openssl Project Openssl 0.9.8e-1 All All All

Application Openssl Project Openssl 0.9.8e-2 All All All

Application Openssl Project Openssl 0.9.8e-3 All All All

Application Openssl Project Openssl 0.9.8e-4 All All All

Application Openssl Project Openssl 0.9.8e-5 All All All

Application Openssl Project Openssl 0.9.8e-6 All All All

Application Openssl Project Openssl 0.9.8e-7 All All All

Application Openssl Project Openssl 0.9.8e-8 All All All

Application Openssl Project Openssl 0.9.8e-9 All All All

Application Openssl Project Openssl 0.9.8f All All All

Application Openssl Project Openssl 0.9.8f-1 All All All

Application Openssl Project Openssl 0.9.8f-2 All All All

Application Openssl Project Openssl 0.9.8f-3 All All All

Application Openssl Project Openssl 0.9.8f-4 All All All

Application Openssl Project Openssl 0.9.8f-5 All All All

Application Openssl Project Openssl 0.9.8f-6 All All All

Application Openssl Project Openssl 0.9.8f-7 All All All

Application Openssl Project Openssl 0.9.8f-8 All All All

Application Openssl Project Openssl 0.9.8f-9 All All All

Application Openssl Project Openssl 0.9.8g All All All

Application Openssl Project Openssl 0.9.8g-1 All All All

Application Openssl Project Openssl 0.9.8g-2 All All All

Application Openssl Project Openssl 0.9.8g-3 All All All

Application Openssl Project Openssl 0.9.8g-4 All All All

Application Openssl Project Openssl 0.9.8g-5 All All All

Application Openssl Project Openssl 0.9.8g-6 All All All

Application Openssl Project Openssl 0.9.8g-7 All All All

Application Openssl Project Openssl 0.9.8g-8 All All All

Application Openssl Project Openssl 0.9.8g-9 All All All

Application Openssl Project Openssl 0.9.8c-1 All All All

Application Openssl Project Openssl 0.9.8c-2 All All All

Application Openssl Project Openssl 0.9.8c-3 All All All

Application Openssl Project Openssl 0.9.8c-4 All All All

Application Openssl Project Openssl 0.9.8c-5 All All All

Application Openssl Project Openssl 0.9.8c-6 All All All

Application Openssl Project Openssl 0.9.8c-7 All All All
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Application Openssl Project Openssl 0.9.8c-7 All All All

Application Openssl Project Openssl 0.9.8c-8 All All All

Application Openssl Project Openssl 0.9.8c-9 All All All

Application Openssl Project Openssl 0.9.8d-1 All All All

Application Openssl Project Openssl 0.9.8d-2 All All All

Application Openssl Project Openssl 0.9.8d-3 All All All

Application Openssl Project Openssl 0.9.8d-4 All All All

Application Openssl Project Openssl 0.9.8d-5 All All All

Application Openssl Project Openssl 0.9.8d-6 All All All

Application Openssl Project Openssl 0.9.8d-7 All All All

Application Openssl Project Openssl 0.9.8d-8 All All All

Application Openssl Project Openssl 0.9.8d-9 All All All

Application Openssl Project Openssl 0.9.8e-1 All All All

Application Openssl Project Openssl 0.9.8e-2 All All All

Application Openssl Project Openssl 0.9.8e-3 All All All

Application Openssl Project Openssl 0.9.8e-4 All All All

Application Openssl Project Openssl 0.9.8e-5 All All All

Application Openssl Project Openssl 0.9.8e-6 All All All

Application Openssl Project Openssl 0.9.8e-7 All All All

Application Openssl Project Openssl 0.9.8e-8 All All All

Application Openssl Project Openssl 0.9.8e-9 All All All

Application Openssl Project Openssl 0.9.8f All All All

Application Openssl Project Openssl 0.9.8f-1 All All All

Application Openssl Project Openssl 0.9.8f-2 All All All

Application Openssl Project Openssl 0.9.8f-3 All All All

Application Openssl Project Openssl 0.9.8f-4 All All All

Application Openssl Project Openssl 0.9.8f-5 All All All

Application Openssl Project Openssl 0.9.8f-6 All All All

Application Openssl Project Openssl 0.9.8f-7 All All All

Application Openssl Project Openssl 0.9.8f-8 All All All

Application Openssl Project Openssl 0.9.8f-9 All All All

Application Openssl Project Openssl 0.9.8g All All All

Application Openssl Project Openssl 0.9.8g-1 All All All

Application Openssl Project Openssl 0.9.8g-2 All All All

Application Openssl Project Openssl 0.9.8g-3 All All All

Application Openssl Project Openssl 0.9.8g-4 All All All
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Application Openssl Project Openssl 0.9.8g-5 All All All

Application Openssl Project Openssl 0.9.8g-6 All All All

Application Openssl Project Openssl 0.9.8g-7 All All All

Application Openssl Project Openssl 0.9.8g-8 All All All

Application Openssl Project Openssl 0.9.8g-9 All All All
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CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-02 Tomas Hoger This issue did not affect versions of openssl as shipped in Red Hat Enterprise Linux 3 and 4. This issue was addressed for Red Hat Enterprise Linux 5 by http://rhn.redhat.com/errata/RHSA-2009-1335.html Note that both the DTLS specification and OpenSSLs implementation is still in development and unlikely to be used in production environments. There is no component shipped in Red Hat Enterprise Linux 5 using OpenSSLs DTLS implementation, except for OpenSSLs testing command line client - openssl.
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0013)

http://slackware.com/security/viewer.php?l=slackware-security&y=2010&m=slackware-security.663049
http://cvs.openssl.org/chngview?cn=18188
https://launchpad.net/bugs/cve/2009-1378
http://www.redhat.com/support/errata/RHSA-2009-1335.html
http://lists.vmware.com/pipermail/security-announce/2010/000082.html
http://www.ubuntu.com/usn/USN-792-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11309
http://secunia.com/advisories/38834
http://lists.opensuse.org/opensuse-security-announce/2009-06/msg00003.html
http://secunia.com/advisories/36533
https://www.cve.org/CVERecord?id=CVE-2009-1378
https://nvd.nist.gov/vuln/detail/CVE-2009-1378
http://cve.report/qid/390284
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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