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Certain versions of Imap General.php from Squirrelmail contain the
following vulnerability:

The map_yp_alias function in functions/imap_general.php in
SquirrelMail before 1.4.19-1 on Debian GNU/Linux, and possibly other
operating systems and versions, allows remote attackers to execute
arbitrary commands via shell metacharacters in a username string that
is used by the ypmatch program. NOTE: this issue exists because of

an incomplete fix for CVE-2009-1579.
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CVE References

Description Tags Link

Support / Security / Advisories / / MDVSA-2009:122 |
Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2009:122

[SECURITY] Fedora 9 Update: squirrelmail-1.4.19-1.fc9 www.redhat.com

text/html

 FEDORA FEDORA-2009-5471

CVE-2009-1381 - Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/security/cve/CVE-
2009-1381

502137 – (CVE-2009-1381) CVE-2009-1381
squirrelmail: incomplete fix for CVE-2009-1579

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?
id=502137

Debian update for squirrelmail - Secunia.com Vendor Advisory

web.archive.org

 SECUNIA 35140

CVE-2009-1381 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2009-1381/mitre
https://cve.report/CVE-2009-1381/nist
https://cve.report/CVE-2009-1381/cve_org
https://cve.report/CVE-2009-1381.pdf
http://cve.report/software/squirrelmail/imap_general.php
http://cve.report/vendor/squirrelmail
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDVSA-2009:122
https://www.redhat.com/archives/fedora-package-announce/2009-May/msg01195.html
https://access.redhat.com/security/cve/CVE-2009-1381
https://bugzilla.redhat.com/show_bug.cgi?id=502137
https://web.archive.org/web/2009/http://secunia.com/advisories/35140


web.archive.org

text/html

404 Not Found Exploit

Vendor Advisory

release.debian.org

text/x-diff

Inactive Link Not Archived

 MISC release.debian.org/proposed-
updates/stable_diffs/squirrelmail_1.4.15-
4+lenny2.debdiff

SecurityFocus web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20090521 [SECURITY] [DSA 1802-2]
New squirrelmail packages correct incomplete fix

[SECURITY] Fedora 10 Update: squirrelmail-1.4.19-
1.fc10

www.redhat.com

text/html

 FEDORA FEDORA-2009-5350

Debian -- Security Information -- DSA-1802-2
squirrelmail

Vendor Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1802

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Imap General.php 1.2.2 All All All

Application Squirrelmail Imap General.php 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All

Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 r1 All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All

Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 All All All
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Application Squirrelmail Squirrelmail 1.4.3_rc1 r1 All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6-rc1 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6-rc1 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail1.4.19-1 All All All All

Application Squirrelmail Squirrelmail1.4.19-1 All All All All

cpe:2.3:a:squirrelmail:imap_general.php:1.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:imap_general.php:1.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2:*:*:*:*:*:*:*:
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cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r4:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r5:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.3_rc1:*:*:*:*:*:*:*:
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cpe:2.3:a:squirrelmail:squirrelmail:1.4.3_rc1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.3_rc1:r1:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r2:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r3:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r4:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.2-r5:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.3_rc1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.3_rc1:r1:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.6-rc1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.0-r1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.6-rc1:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:squirrelmail:squirrelmail:1.2.9:*:*:*:*:*:*:*:
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