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The dtls1_retrieve_buffered_fragment function in ssl/d1_both.c in OpenSSL before 1.0.0 Beta 2 allows remote attackers to
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Application Redhat Openssl 0.9.6-15 All i386 All
Application Redhat Openssl 0.9.6b-3 All All All
Application Redhat Openssl 0.9.6b-3 All i386 All
Application Redhat Openssl 0.9.7a-2 All All All
Application Redhat Openssl 0.9.7a-2 All i386 All
Application Redhat Openssl 0.9.7a-2 All i386_dev All
Application Redhat Openssl 0.9.7a-2 Al i386_perl Al
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oss-security - Re: Two OpenSSL DTLS remote DoS

HPSBMA02492 SSRT100079 rev.1 - HP System Management Homepage (SMH) for Linux and Windows, Remote Cross Site Scripting (XSS)
VooDoo cIRCle security advisory 20091012-01

Ubuntu update for openssl - Secunia.com

#1838: [PATCH] DTLS fragment bug

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

Page not found - SourceForge.net

Gentoo Linux Documentation -- OpenSSL: Multiple vulnerabilities
cvs.openssl.org/chngview

NetBSD update for openssl - Secunia Advisories - Vulnerability Information - Secunia.com
NetBSD-SA2009-009

Repository / Oval Repository

VMware vMA Update for Multiple Packages - Advisories - Community

VooDoo cIRCle OpenSSL DTLS Denial of Service Vulnerabilities - Secunia.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:012

Support

[Security-announce] VMSA-2010-0004 ESX Service Console and vMA third party updates
USN-792-1: OpenSSL vulnerabilities | Ubuntu

VMware ESX Server 4 Multiple Vulnerabilities - Advisories - Community

Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail
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http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c02029444
http://voodoo-circle.sourceforge.net/sa/sa-20091012-01.html
http://secunia.com/advisories/35571
http://rt.openssl.org/Ticket/Display.html?id=1838&user=guest&pass=guest
http://www.vupen.com/english/advisories/2010/0528
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10740
http://sourceforge.net/mailarchive/message.php?msg_name=4AD43807.7080105%2540users.sourceforge.net
http://security.gentoo.org/glsa/glsa-200912-01.xml
http://cvs.openssl.org/chngview?cn=17958
http://secunia.com/advisories/35729
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2009-009.txt.asc
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7592
http://secunia.com/advisories/38794
http://secunia.com/advisories/37003
http://secunia.com/advisories/35685
http://lists.opensuse.org/opensuse-security-announce/2009-07/msg00002.html
http://www.redhat.com/support/errata/RHSA-2009-1335.html
http://lists.vmware.com/pipermail/security-announce/2010/000082.html
http://www.ubuntu.com/usn/USN-792-1
http://secunia.com/advisories/38834
http://secunia.com/advisories/36533
https://www.cve.org/CVERecord?id=CVE-2009-1387
https://nvd.nist.gov/vuln/detail/CVE-2009-1387

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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