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Buffer overflow in the RTL8169 NIC driver (drivers/net/r8169.c) in the Linux kernel before 2.6.30 allows remote attackers to
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Operating System LInux Linux Kernel 2.6./ rc3 All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8 rct All All
Operating System Linux Linux Kernel 2.6.8 rc2 All All
Operating System Linux Linux Kernel 2.6.8 rc3 All All
Operating System Linux Linux Kernel 2.6.8 rc4 All All
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.8.1.5 All All All
Operating System Linux Linux Kernel 2.6.8.1.5 All 386 All
Operating System Linux Linux Kernel 2.6.8.1.5 All 686 All
Operating System Linux Linux Kernel 2.6.8.1.5 All 686_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64 All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8 All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_xeon All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7 All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3 All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power4 All
Operating System Linux Linux Kernel 2.6.8.1.5 All power4_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 2.6.20 All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel 2.6_test9_cvs All All All
Reference

Debian -- Security Information -- DSA-1844-1 linux-2.6.24
Repository / Oval Repository

kernel/git/torvalds/linux.git - Linux kernel source tree



http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.debian.org/security/2009/dsa-1844
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8108
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commitdiff%253Bh=fdd7b4c3302c93f6833e338903ea77245eb510b4

USN-807-1: Linux kernel vulnerabilities | Ubuntu
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Debian -- Security Information -- DSA-1865-1 linux-2.6

Support / Security / Advisories / / MDVSA-2009:148 | Mandriva

Red Hat update for kernel-rt - Secunia Advisories - Vulnerability Information - Secunia.com

Avaya Products Linux Kernel Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
504726 — (CVE-2009-1389) CVE-2009-1389 kernel: r8169: fix crash when large packets are received
SecurityFocus

SecurityFocus

Support

Security Advisory SA40645 - SUSE update for kernel - Secunia

ASA-2009-464 (RHSA-2009-1469)

CVE-2009-1389 - Vulnerability in XenServer 5.0 and 5.5 Could Result in Arbitrary Code Execution
LKML: Michael Tokarev: [Security, resend] Instant crash with rtI8169 and large packets

Fedora update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Ubuntu update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com

[SECURITY] Fedora 9 Update: kernel-2.6.27.25-78.2.56.fc9

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20

Linux Kernel RTL8169 NIC Remote Denial of Service Vulnerability

oss-security - CVE-2009-1389 kernel: r8169: fix crash when large packets are received

Debian update for linux-2.6 - Secunia Advisories - Vulnerability Information - Secunia.com

IBM X-Force Exchange

wiki.rpath.com/Advisories:rPSA-2009-0111

Citrix XenServer Packet Processing Flaw in Realtek 8169 Driver Lets Remote Users Execute Arbitrary Code - SecurityTracker
Debian update for linux-2.6.24 - Secunia Advisories - Vulnerability Information - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Announcement: Linux Kernel (SUSE-SA:20

Linux Kernel e1000 / e1000e / RTL8169 Drivers Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.cor
'r8169: instant crash if receiving packet larger than MTU' - MARC

VMSA-2009-0016.1

kernel/git/torvalds/linux.git - Linux kernel source tree

[SECURITY] Fedora 10 Update: kernel-2.6.27.25-170.2.72.fc10

[SECURITY] Fedora 11 Update: kernel-2.6.29.5-191.fc11

Red Hat update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com
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vveulan - UV
Support

VMware ESX and vMA Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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